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ABSTRACT

This white paper describes a plugin that we have created and made publicly
available for the popular network analyzer Wireshark. The plugin adds to
Wireshark the ability to extract and save separately, from any network
capture, either live or previously saved, the contents of any files transferred
between a server and a client using the SMB protocol.

OBIJECTIVES

Most corporate networks include one or more file servers where shared
information is stored and shared across the network using the SMB protocol.
These servers are used as a repository for different departments, which share
the same infrastructure but must have access to different and separate
information sets, some of which will probably be very sensitive and
confidential, like files belonging to top management, Human Resources or the
Legal departmens, just to name a few examples.

The access control to the information in the file servers is enforced using the
SMB protocol authentication, usually integrated with some unified directory
(like Microsoft Active Directory).

While the authentication can be performed in a secure way, the information
flow between the server and consumer is usually not encrypted, as it happens
with the default SMB configuration. This makes this information vulnerable to
any sniffing activity performed in the company’s internal network.

In our effort to identify weak points of corporate networks, we wanted to
demonstrate how this vulnerability could be easily exploited, so that
organizations better understand the risk this vulnerability poses for them, and
how to protect themselves from it.

Prior to deciding to develop this tool, we evaluated the existing commercial
and non-comercial tools available in the market, but none showed satisfactory
results for our purposes, so we decided to build our own tool.
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Once we decided to write our own tool, we immediately decided that the right
way to do it would be to build a plug-in for Wireshark®, probably the best open
source packet sniffer available, thus extending his functionality.

Since then, we have successfully used the plug-in in some real penetration
tests, demonstrating how vulnerable a corporate file server can be to this kind
of attack, and how big the impact on the business could be if such an attack
were performed by a real attacker.

We hope this work will help corporations in better understanding the risk and
thus motivate them to take additional measures in order to protect the
information contained in theirs file servers.

THE PLUG-IN: “EXPORT OBJECT SMB”

DESCRIPTION

The “export object smb” is a plugin for Wireshark software that extends its
functionality in order to allow the user to save to disk partial or complete SMB
objects (files) contained in a Wireshark capture. It has been inspired in the
exiting “export http” functionality in the sense that we tried to make it work in
a similar way.

It is important to remark that the plugin does not perform any transformation
of the data received. If a full file gets transferred across the network, and
Wireshark captures that traffic, and the plugin is used to save a copy of that
file to disk, it should be possible to open it with the right software (for
example, if the file is a MS Excel spreadsheet, it should be possible to open it
with MS Excel), because the plugin does not make any alterations on the
contents of the file. On the other hand, if only part of a file gets transferred
and captured, the plugin will save that data to a file, but it will probably not be
possible to open it directly with the appropirate application (for example, MS
Excel may refuse to open a partial XLS file because it will consider it to be

! http://www.wireshark.org
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corrupt). The information on those partially captured files may still be
accessible, though, using special tools, like the "strings" command to extract
the strings of text, for example.

The plugin works for Wireshark captures, both saved and online. In this
whitepaper we use saved captures to illustrate the examples, but the plugin
works just as well with ongoing Wireshark captures.

The plugin also has its limitations. In its current form, the plugin can only
capture objects that fit in memory. This means that the plugin will not be able
to save captured files that are really big. This might be a problem if the tool
was to be used for other purposes, but since the goal of the tool is simply to
demonstrate the potential risk of sending and receiving unencrypted SMB
traffic, it this limitation is not really a problem.

At the time of release of this whitepaper, the plugin (in the form of a patch) is
in the revision process by the Wireshark team, so it has not been included yet
in any official release. The plugin is already available for everyone to use, but
until it gets included in the official build, manual modification and compilation
of Wireshark is required in order to get it to work (see “installation” below).

We will try and maintain the patch up to date, but be aware that with some of
latest trunks of Wireshark the patch may not work until we provide the
corresponding update. If you detect that situation, please let us know and we
will update the patch as soon as we can. Keep in mind, however, that we
cannot make any promises as to what the time frame will be.

INSTALLATION

From Wireshark development version 33229 on, this functionality has been
included in Wireshark official development trunk. That means that, in order to
be able to use it along with other Wireshark features, you only have to
download the latest Wireshark development trunk and compile it (compilation
has been tested by Wireshark team in different environments).
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Instructions for compiling Wireshark on different environments can be found
in the Wireshark developer’s guide:

http://www.wireshark.org/docs/wsdg html chunked/
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USAGE

IDENTIFYING SMB STREAMS

The first thing to do in order to extract SMB files from a network capture, is to
identify what SMB streams our pcap file contains. This can be done by
manually observing the trace with appropriate filters, where we could see, for
example, the SMB authentication and session setup process (see the following
figure),

"\ ConexionUnidadRed- Wireshark

File Edit Wiew Go Capture Analyze Statistics Telephony Toels Help

ST NCy BIEX g o A e

+ 2 Y EE & & q

-
E]Filter: - | I:II]:I Egpressiun...l "f Cleagl JAppl_v
Nao. . |Time | Source | Destination |F‘r=t=c=|| Infa z
1 2010-01-14 13:54:09, 320589 192.168.1.12 192.1688.1.11 TCP 1038 = 445 [SYN] Seq=0 Win=£
2 2010-01-14 13:54:09. 3205932 192.168.1.11 192.168.1.12 TCP 445 = 1038 [SYN, ACK] Seq=0
3 2010-01-14 13:54:09.325004 192.168.1.12 192.168.1.11 TCP 1038 > 445 [ACK] Seqg=1 Ack=1
4 2010-091-14 13:54:09.338703 192.168.1.12 192.188.1.11 SMB Negotiate Protocol Request
S 2010-01-14 13:54:09.341279 192.188.1.11 192.188.1.12 SMB Negotiate Protocol Response
5 2010-01- 3:54:09. 350159 .1. 1, Session Setup AndX Reguest,
7 2010-01-14 13:54:09.351109 192.168.1.11 192.1688.1.12 SMB Session Setup AndX Response,
8 2010-01-14 13:54:09.354634 192.168.1.12 192.168.1.11 SMB Session Setup AndX Request,
9 2010-01-14 13:34:09.355841 192.168.1.11 192.1688.1.12 S=ME Session Setup Andx Response ;I

[« J 0

b Capabilities: OxanoREOd4
Byte Count (BCC): 143
Security Blob: 4E544C4D5353500001000000978208E200000C 0eEEoa. . .

Mative 0S: Windows 2002 Service Pack 2 2800
Mative LAN Manager: Windows 2002 5.1
Primary Domain:

LT

(=] | +
0070 a0 4d 53 53 50 00 01 00 OCjER NTL MSSP.... B]
[alo}=10] 0D 0D OO 00 QD QO 0D ODNEEE. . .. .... ........
(olo=lo] [0] ) 05 01 28 Da © O[0R=WANOO NN . . .....| .....H J
D020 B9 00 Ge GIGI 54 GIEJ 51: 00 F7 00 73 00 20 00 32 00 1.n.d.0. w.s. .2. _I
faTa] "l b Ta T AT NeTat [alal [ = T T T =) = o T T L B T T = T ] LA T o T | [ S - it
Ol Security blob (smb. securlty hlnh] 40 hytes |Fackets 361 Displayed: 361 I"'Iarke:l ] | Profile: D... 2
} Elu!!rlﬂhi!l:'- Shell - Konsole , ' @
;‘ @ @ 8 i ConexionUnidadRed - Wireshark 3 uj ﬂ 01:56 pm D
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the SMB protocol usual commands (see the following figure),

% transferencial - Wireshark

Edit Wiew Go Capture Analyze Statistics Telephony Tools Help

DEXRS A e

A X I IEE G S @ -

LI Hu'l: E;pressi:n...l "f Cleagl Qﬁ?.ﬁppl_v

| Source | Destinatian |Pr=t=c=|| Infa

B3 [1:40:01.348013 192.168.1.11 I92.168.1.12 I1CP 445 = [037 [ALK] Seq=2218 ACK=2072 Win=

54 11:40:01.358154 192.188.1.11 192.188.1.12 SMB Trans2 Response, QUERY_PATH _INFO, Error

65 11:40:01.371852 192.168.1.11 192.168.1.12 SMB TransZ Response, QUERY_FS INFO

66 11:40:01.371855 192.168.1.12 192.168.1.11 TCP 1037 = 445 [ACK] Seq=2072 Ack=2345 Win=t

67 11:40:01.371956 192.168.1.12 192.1688.1.11 SMB Trans2 Request, QUERY_FS_INFO, Query Fu J

. 376451 1 1. S| NT Create AndX Request, Path:

69 11:40:01.3779E9 192.168.1.11 192.1688.1.12 TCP 445 = 1037 [ACK] Seq=2345 Ack=2236 Win=t

70 11:40:01.379731 192.188.1.11 192.188.1.12 SMB TransZ Response, QUERY_FS INFO

71 11:40:01.382331 192.188.1.11 192.188.1.12 SMB NT Create Ar:d)( I:iesponse, FID.: D:-:-QDDEJ_ =
0 [
b Frame 68 (144 bytes on wire, 144 bytes captured) ﬂ
p Ethernet II, Src: 00:0c:29:5f:75:15 (00:0c:29:5f:75:15), Dst: 00:0c:29:49:ad:fe (00:0c:29:49:ac
b Internet Protocol, Sre: 192.168.1.12 (192.168.1.12), Dst: 192.168.1.11 (152.188.1.11)
b Transmission Control Protocol, Src Part: 1037 (1037), Dst Port: 445 (445), Seq: 2146, Ack: 234
- NetBIOS Session Service

Message Type: Sesslon message ;I

[« | -+
D000 00 Oc 29 49 ad fe 00 Oc 29 5f 75 15 08 00 45 00 11 .l u E ﬂ
D010 QD 82 00 a5 40 00 80 08 76 69 cO a8 01 Oc cO a8 @ Vileeowno
o020 01 Ob 04 Od 01 bd ea le ec ae 73 82 1c 2c S0 18 ........ ..5..,P.
o030 f7 bs 8f 49 00 00 00 OG0 00 56 ff 53 4d 42 a2 G0 I VUSME. . LI
ai;i’re:"-':::t-’:a:tul'::sft:annsf:;n;:I";TK;:U:D;TH ———mm oo EI::ckets: 126 Displayed: 136 Marked: 0 ElPr:ﬁIe:D... A
_ - 1 2 2 4 I_‘!yll.lsll'lshisli'"-5hl||-KHI'|EH|l - : : @
@W-/} @ @ @ E & 7 8 ilr:n:f!r!nziil- Wireshark Eli] ﬂ 02:17 [l D
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or even the plaintext of a file flowing from server to client (see the following
figure):

transferencial - Wireshark [ x

File Edit View Go Captwre Analyze Statistics Telephony Tools  Help

BESea oxes anerr T EE aaq -

E ﬂll'ul:' smb fid==0xd004

Mo, Seurce Dastination Pretacel | Infe =
109 192.168.1.11 192.168.1.12 SME Trans2 Response, FID: Ox4004, QUERY_FILE
111 1892.188.1.12 1%2.188.1.11 SMB Trans2 Request, QUERY_FILE_IMNFD, FID: O
112 192.168.1.11 152.1688.1.12 SMB Trans2 Responsa, FID: Oxd004, QUERY_FILE
113 192.168.1.12 152.168.1.11 SMB  Trans2 Request, QUERY_FILE_INFO, FID: O:
114 192.168.1.11 192.168.1.12 SMB Trans2 Response, FID: Oxd4004, QUERY_FILE
115 192.168.1.12 152.168.1.11 SMEB Trans2 Request, QUERY_FILE INFQ, FID: O
118 152.168.1.11 152.188.1.12 SMB Trans2 Response, FID: Ox4004, QUERY_FILE
119 192, 1.12 152, .1, Read AndX Request, FID: Ox4004, 13 bytes

3. 1. 192 3.1.) Read AndX Response, FID: Oxd4004, 13 by -

] I*]

Reserved: 000000000000
Byte Count (Boch: 14
Padding: 01

a £l .
Data Length High (multiply with SaK): o |:l

u_datal, 13 bytes
az|a]a«
i‘lii'l'jl
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Alternatively, you may use the SMB plugin to directly identify in your pcap file
all objects (files, directories or pipes)transferred by means of SMB streams:

transferencial - Wireshark el x
m Edit View Go Capture Analyze Statistics Telephony Tools Help
E Open... Ctrl+0 M =)
e BEXRo Aepra ¥ EE GEqQ -~
Merge... —
3¢ Close Crl+W L”+ Eynssitm...;l j Clear JApp]y
& save Ctrl+5 purce Destination Protocol | Info []
EQSMNAL" NG ICl’2.168.1.12 192.168.1.11 TCP 1037 > 445 [SYN] Seq=0 Win=64240 Len=0 [}
b2.168.1.12 192.168.1.11 TCP 1038 > 139 [SYN] Seq=0 Win=64240 Len=0 I
GUDELE 'P2.168.1.11 192.168.1.12 TCP 445 > 1037 [SYN, ACK] Seq=0 Ack=1 Win=6:
(I :: »ain e fle... [ACK] Seq=1 Ack=1 Win=64240 |
as "PostScript” file... protocol Request
(&) Erint.. Cerl+p as "CSV" (Comma Separated Values packet summary) file... [SYN, ACK] Seq=0 Ack=1 Win=6:
@ ouic ceire as “C Arrays” (packet bytes) file... [RST] Seq=1 Win=0 Len=0
[ as XML - "PSML" (packet summary) file... protocol Response
5-14 11:39: 58.400692 1 as XML - "PDML” (packet details) file... up AndX Request, NTLMSSP_NEG( ﬂ
u Selected Packet Bytes... Ctrl+H []

b Frame 1 | 82 hutas o I — Hre

b Ethernet II, Src: L0:0c:29:5f:75:15 (00:0c:29:5 :75:15), Dst: wéﬁ:ad:fe (00:0c:29:49:ad:f
b Internet Protocol, Src: 192.168.1.12 (192.168.1.12), Dst: 192 "85 92.168.1.11)

b Transmission Control Protocol, Src Port: 1037 (1037), Dst Port: 445 (445), Seq: 0, Len: 0

Ol File: “Iroot/capturesitransferencial® 21 KB 00:00:13

(] |0
0000 00 Oc 29 49 ad fe 00 Oc 29 Sf 75 15 08 00 45 00 JI.... )_u...E.

0010 00 30 00 81 40 00 80 06 76 df cO a8 01 Oc cO a8 [0 TR ( R [

0020 01 Ob 04 0d 01 bd ea le e4 4c 00 00 00 00 70 02  ........ . Laoaeps

0030 fa fO 30 91 00 00 02 04 0S b4 01 01 04 02 siOQsaiaion »awjees

asd Lo

2|3 ]a
6|7 ]|a
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This will give you a list of the SMB objects contained in the trace:

T =8 &
File Edit View Go Capture Analyze Statistics Telephony Tools Help
Bedes =000~ HOQF00 BE RGO @a¥Maw @
Filter: ~ Expression... Clear Apply
No. Time Source Destination Protocol | Info =
754.985563 192.168.1.12 192,168.1.11 SHB Trans2 Request, QUERY_FILE_INFO, FID; 0x4003, Query File Stream Info
76 4.985565 192.168.1.11 192.168.1.12 SHB Trans2 Response, FID: 0x40803, QUERY_FILE_INFO
77 4.985567 192.168.1,12 192,168,1.11 SMB Read AndX Request, FID: Ox4003, 4096 bytes at offset 0
78 4.985568 192.168.1.11 192.168.1.12 TCP [TCP segment of a reassembled PDU]
79 4,985570 192.168.1.11 192,168,1.12 TCP [TCP segment of a reassembled PDU]
80 4.985610 192.168.1.12 192.168.1.11 TCP solid-mux > netbios-ssn [ACK] Seq=3155 Ack=7902 Win=64240 Len=0
81 4.985612 192.168.1.11 192,168,1.12 SMB Read AndX Response, FID: 0x4003, 4096 bytes
825.057843 192.168.1.12 192.168.1.11 SHMB NT Create AndX Request, Path: \cifsrap2.doc:\005Raec25phdsudbfOhAagSehw3Nf: $DATA
835.060613 192.168.1.11 192,168.1.12 SMB NT Create AndX Response, FID: 0x0000, Error: STATUS OBJECT NAME NOT FOUND =

» Frame 81: 1294 bytes on wire (10352 bits), 1294 bytes captured (10352 bits)
+ Ethernet II, Src: Vmware_49:ad:fe (00:0c:29:49:ad:fe), Dst: Vmware_5f:7.
+ Internet Protocol, Src: 192.168.1.11 (192.168.1.11), Dst: 192.168.1.12

T Wirwahark: GHE sbject ot

. Teamemiceian Fanteal Deatacal  Ces Davcd: mathise cen (1301 Nes Dacs. -4l Packet num Hostname Content Type Bytes Filename
0000 00 Oc 29 5f 75 15 00 Oc 29 49 ad fe 08 00 45 00 ..)_u... 81 \WTREEID_2049 FILE (4096/156849) R[ 2.61%] 0 \cifsrap2.doc 3
0010 05 00 00 cd 40 00 80 06 71 c3 c a8 01 Ob c0 a8  ....Q... 0 }
0020 01 Oc 00 8b 64 05 17 f4 7 ea dc 197 7o 50 18  ........ .. e [ \ITREEID_2049 FILE (4096/114688) R [ 3.57 "!J ° \cifsbrow.doc
B30 f2 65 12 43 00 00 76 72 713220 41 72 69 61 60 .a.C..pr a2 Arial]| 302 \TREEID_2049 FILE (55536/114688) R [57.14%] 114688 \cifsbrow.doc
0040 20 47 72 65 65 6b 3b 7d 7Tb 5c 66 36 36 5 66 73 Greek:) {\f66\fll 425 \TREEID_2049 FILE (14336/14336) R [100.00%] 0 \PruebaExcel.xls
Q050 7769 73 73 5c 66 6368 61727365 74 3136 32 wiss\fch arsstish 470 WTREEID_2049 FILE (198219/198219) R [100.00%] 198219 \SMB-CORE.PS
< < Mpra2 A rial Tull oo \WTREEID_2049 FILE (438174/438174) R [100.00%] 438174 \SMB-LM1X.PS

0070 3b 7d 7b 5¢c 66 36 37 5¢c 66 73 77 69 73 73 5c 66 s HAFET\ fswiss)

0080 63 68 61 72 73 65 74 31 38 36 5¢c 66 70 72 71 32 charsetl 86\fprqj 1020 WTREEID_2049 FILE (268617/268617) R [100.00%] 268617 \SMB-LM20.PS

gggg EG gé ;g gg gl :; gg gi gi :; 3’; :9 :3 2: ;; ;: \;é;ﬂr B Zl'ﬂt;} 1244 WTREEID_2049 FILE (270613/270613) R [100.00%] 270613 \CIFS-Auth-Spec.ps
al c C e 3¢ mo dern\fc| "

00 61 72 73 65 74 32 33 38 Sc 66 70 72 71 31 20 43 arset238 \fprql 1450 WTREEID_2049 FILE (114688/114688) R [100.00%] 114688 \cifsbrow.doc

08c0 6f 75 72 69 65 72 20 4e 65 77 20 43 45 3b 7d b ourier N ew CE;}f| 1557 WTREEID_2049 FILE (156849/156849) R [100.00%] 156849 \cifsrap2.doc

08dB 5c 66 36 39 5¢c 66 6d 6f 64 65 72 6e 5c 66 63 6B \f69\fmo dern\fc 1718 WTREEID_2049 FILE (292155/292155) R [100.00%] 292155 \CIFS-Security-Considerations.ps

00e0 61 72 73 65 74 32 30 34 5c 66 70 72 71 31 20 43 arset204 \fprgl )
G0fD 6F 75 72 63 65 72 20 46 85 77 20 43 79 72 3b 74 ourier N ew cyr;[] 1914 WTREEID_2049 FILE (13/13) R [100.00%] 0 \Craado desds MLabXP2.txt

0100 0d Oa 7b Sc 66 37 30 5S¢ 66 6d 6 64 65 72 Ge 5S¢ ..{\f70\ fmodernfl 1979  \TREEID_2049 FILE (3043583/4509951) R [67.49%] 4509951 \Guialnstalacion_7868.pdf

0110 66 63 68 61 72 73 65 74 31 36 31 5c 66 70 72 71 fcharset 161\fpr|

0120 31 20 43 6 75 72 69 65 72 20 de 65 77 20 47 72 1 Courie r New G| @Help Save As  ZSave All | xCancel |

130 RE RS Bk T Td Th & BR__37 31 B~ AR _Rd BF BA AR ask LI\ E T1N -

&l
Frame (1294 bytes) Reassembled TCP (4160 bytes)

@ File: "/homefuserlfcapt... Packets: 5294 Displayed: 5294 Marked: 0 Load time: 0:00.412 Profile: Default
pr— 107 1 4 ured@base shark morkng cor — — d &
cel=rEl s e = | Ji ousspm

In order to keep modifications of Wireshark code to a minimum, we have
maintained the export object functionality untouched as much as possible.
That is the reason why we have not changed the name of the columns even
though the meaning for our plugin is not exactly accurate. Let us explain with
what information we populate each column:

e Packet num: this column shows the packet number (Wireshark's frame
number) of the first packet belonging to a particular file transfer that the
plugin has analyzed. Usually, it corresponds to the first SMB command of
a transfer that has data to capture (typically read _andx_response or
write_andx_request).

e Hostname: here, you can find the path to the share that is being served.
It is presented in 2 ways:

o \\Hostname\sharename: if the connection between the client and
server has been made while Wireshark was capturing, then the
plugin identifies the name of the server and the path of the shared
folder, and shows this information here.

© 2010 Taddong. All rights reserved Page 10
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O

\\TREEID <treelD#>: if, on the other hand, the trace did not
include the moment when the connection was established, the
plugin cannot obtain the hostname and share name and thus it
only shows an identifier of the share to which the corresponding
object belong.

e (Content Type: in this field the plugin shows s whole bunch of data, in the

following format: "type (bytes captured/bytes in file) mode [%captured]",
where:

O

type: possible values are FILE, DIRECTORY, or PIPE, but only FILE
type objects are tracked and can be saved.

bytes captured: amount of bytes captured in this trace for that
file. It may be different from the file length or the bytes in
memory, since holes in the file are filled out with zeros.

bytes in file: length of the file, in bytes. Initially, this is calculated
from the information in the SMB calls, but it may be modified
afterwards, if bytes with greater offset are captured.

mode: possible values are "R" for files captured in read
operations, "W" for files captured in write operations or "R&W",
for files captured in read and write operations.

[% captured]: percentage reflecting how much of the file was
actually captured. It may show “Imem” value if the file doesn’t fit
into memory.

e Bytes: actual size, in memory, of the captured file. It corresponds to the

biggest reported offset of all of the captured bytes belonging to the file.

SAVING A FILE

Once the trace has been analyzed, saving a file is as easy as selecting the file in

the export object smb window and then clicking the save button. You may also

save all the files in the window at once, but remember that only those that

have been completely captured will be directly readable.
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