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ABSTRACT

This white paper describes a plugin that we have created and made publicly

available for the popular network analyzer Wireshark. The plugin adds to
Wireshark the ability to extract and save separately, from any ndiwor
capture, either live or previously saved, the contents of any files transferred
between a server and a client using the Spi8tocol.

OBJECTIVES

Most corporate networks include one or morefile serves where slared
information is storedand shared across the network using the SMB protocol
Theseserves areused as a repository for different departments, which share
the same infrastructure but must have access to different and separate
information sets, some of which will probably beery sensitive and
confidential like files belonging tdop managementHuman Rsourcesor the
Legaldepartmens, just to name a few examples.

The access control to theformation in thefile servesis enforced using the
SMB protocol authentication, usualigtegrated with some unified directory
(like MicrosoftActive Directory).

While the authentication can be performed in a secure way, the information
flow between the server and consumerusuallynot encrypted as ithappens

with the default SMB configation. This makes this information vulnerable to
any sniffingactivity performedni KS O2 YLI ye Qa Ay i SNY I f

In our effort to identify weak points oforporate networks, we wanted to
demonstrate how this vulnerability could be easily exploited, shat
organizationdetter understandthe risk this vulnerability poses for them, and
how to protect themselves from it.

Prior to deciding to develop this tool, evevaluated the existing commercial
and noncomercial tools available in the market, bubne slowed satisfactory
resultsfor our purposesso we decidéto build our owntool.
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Once we decided to write our own tool, vilmediatelydecidedthat the right
way to doit would beto build a plugin for Wireshark, probablythe bestopen
sourcepacketsniffer availablethus extending his functionality.

Since then, w have successfully used the phlugin some real penetration
tests, demonstrating how vulnerable a corporate file server caridhis kind
of attack,and how big the impact on thdusines could be if such an attack
were performed by a real attacker

We hope this work wilhelp corporationan better understanding the risk and
thus motivate them totake additional measuresin order to protect the
information contained in theirs file serve

THEPLUGIN: ¢ 9 - t hw¢ SMBEW9/ ¢

DESCRIPTION

¢t KS GaSELRNE R 2B O lilestzikdsyftwaFe2tiit extends its
functionality in order to allowthe userto save to disk partial or complete SMB

objects (files) contained in a Weshark capture It has been inspired in the
SEAGAYT GSELRNI KOGLXE FdzyOlGAz2ylfAade A
a similar way.

It is important to remark that the plugin does not perform any transformation
of the data received. I& full file gets transfeed across the network, and
Wireshark captures that traffic, and the plugin is used to save a copy of that
file to disk, it should be possible to open it with the right softwar@or
example, if the file is a MS Excel spreadsheet, it should be possibfetoiio

with MS Excel), because the plugin does not make any alterations on the
contents of the file On the other hand, ibnly part of a file gets transferred

and captured, the plugin will save that data to a file, but it patibably not be
possible toopen it directly with the appropirate application (for example, MS
Excel may refuse to open a partial XLS file because it will consider it to be

! http://www.wireshark.org
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corrupt). The information on those partially captured files may still be
accessible, though, using special ®dike the "strings" command to extract
the strings of text, for example.

The plugin works folWireshark captures, botlsaved and onlineln this
whitepaperwe use saved captures to illustrate the examples, but the plugin
works just as well with ongoingireshark captures.

The plugin also has its limitations. In its current forime plugin can only
capture objects that fit in memoryl'his means that the plugin will not be able
to save captured files that are really big. This might be a problem if thie too
was to be used for other purposes, but since the goal of the tool is simply to
demonstrate the potential riskof sending and receiving unencrypted SMB
traffic, it this limitation isnot reallya problem.

At the time of release athis whitepaperthe plugin (in the form of a patch¥

In the revision process lihe Wireshark team, so it has not been includget

in any official releaselhe plugin is already available for everyone to use, but

until it gets included in the official build, manual modificat and compilation

of Wireshark is required in order to getittowatka SS aAyadl £ € F GA 2

We will try andmaintain the patch up to date, buie aware thatwith someof
latest trunks ofWireshark the patchmay not work until we provide the
correspndingupdate If you detect that situation, please let us know and we
will update the patch as soon as we can. Keep in mind, however, that we
cannot make any promises as to what the time frame will be.

INSTALLATION

From Wireshark development version 33228, this funtionality has been
included inWireshark official development trunk. That means thatorder to
be able to use italong with other Wiresharkeatures you only have to
download thelatest Wireshark developmentrunk and compile itdompilation
has been tested bWireshark tean indifferent environments.
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Instructions for compilingViresharkon different environmentsan be found
intheWA NS A KIFN] RS@OStf2LISNNa 3JIdzA RSY

http://www.wireshark.org/docs/wsdg html chunked/
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USAGE

| IDENTIFYING SMB SARIS

The frst thing to doin order to extract SMB files from a network captuiseto
identify what SMB streams our pcap file contaiiis can be doneby
manually observing th&ace with appropriate filters, where we could see, for
example, theSMBauthentication and session setup procdgsse the following
figure),

"4 ConexionUnidadRed- Wireshark = x

File Edit Wiew Go Capture Analyze Statistics Telephony Toels Help

ST NCy BIEX g o A e

PRI EE @@ -

E]Filter: - | I:II]:I Egpressiun...l "f Cleagl JAppl_v
Nao. . |Time | Source | Destination |F‘r=t=c=|| Infa z
1 2010-01-14 13:54:09, 320589 192.168.1.12 192.1688.1.11 TCP 1038 = 445 [SYN] Seq=0 Win=€ |
2 2010-01-14 13:54:09. 3205932 192.168.1.11 192.168.1.12 TCP 445 = 1038 [SYN, ACK] Seq=0
3 2010-01-14 13:54:09.325004 192.168.1.12 192.168.1.11 TCP 1038 > 445 [ACK] Seqg=1 Ack=1
4 2010-091-14 13:54:09.338703 192.168.1.12 192.188.1.11 SMB Negotiate Protocol Request
S 2010-01-14 13:54:09.341279 192.188.1.11 192.188.1.12 SMB Negotiate Protocol Response
5 2010-01- 3:54:09. 3501589 .1. 1, Session Setup AndX Reguest,
7 2010-01-14 13:54:09.351109 192.168.1.11 192.1688.1.12 SMB Session Setup AndX Response,
8 2010-01-14 13:54:09.354634 192.168.1.12 192.168.1.11 SMB Session Setup AndX Request,
9 2010-01-14 13:34:09.355841 192.168.1.11 192.1688.1.12 S=ME Session Setup Andx Response ;l
[« J i
b Capabilities: Oxa000O0d4 =]

Byte Count (BCC): 143

Security Blob: 4E544C4D5353500001000000878208E20000000000000000. . .
Mative 0S: Windows 2002 Service Pack 2 2600

Mative LAN Manager: Windows 2002 5.1

Primary Domailn:

LT

(=] | +
[eleyye] 00 ad 2f oo » 54 4c  4d 53 53 50 ¢ : NTL MSSP.. .. EI
D080 [ele: Z 08 eZ 00 00 Q0 QO C [6]0]
elel=oRENCC 00 00 00 02 @5 01 28 0a 00 00 Q0 . J
D020 B9 00 Ge DG' 54 Glﬂ Gf 00 F7 00 73 00 20 00 32 00 1.n.d.0. w.s. .2. _I
faTa] "l b Ta T AT NeTat [alal [ = T T T =) = o T T L B T T = T ] LA T o T | [ S - it
Ol Security blob (smb. securlty hlnh] 40 hytes |Fackets 361 Displayed: 361 I"'Iarke:l ] | Profile: D... 2
} L!’Jus:rlﬂhisl:'- Shell - Konsale J @
;‘ @ @ 8 i ConexionUnidadRed - Wireshark 3 uj ﬂ 01:56 pm D
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the SMB protocol usual comman@ee the following figure),

% transferencial - Wireshark

Edit Wiew Go Capture Analyze Statistics Telephony Tools Help

EEEEEEY:

+ Y EE G 6 q -

LI Hu'l: E;pressi:n...l "‘1’ Cleagl Qﬁ?.ﬁppl_v

| Source | Destinatian |Pr=t=c=|| Infa

B3 [1:40:01.348013 192.168.1.11 I92.168.1.12 I1CP 445 = [037 [ALK] Seq=2218 ACK=2072 Win=

54 11:40:01.358154 192.188.1.11 192.188.1.12 SMB Trans2 Response, QUERY_PATH _INFO, Error

65 11:40:01.371852 192.168.1.11 192.168.1.12 SMB TransZ Response, QUERY_FS INFO

66 11:40:01.371855 192.168.1.12 192.168.1.11 TCP 1037 = 445 [ACK] Seq=2072 Ack=2345 Win=t

67 11:40:01.371956 192.168.1.12 192.1688.1.11 SMB Trans2 Request, QUERY_FS_INFO, Query Fu J

. 376451 1 1. S| NT Create AndX Request, Path:

69 11:40:01.3779E9 192.168.1.11 192.1688.1.12 TCP 445 = 1037 [ACK] Seq=2345 Ack=2236 Win=t

70 11:40:01.379731 192.188.1.11 192.188.1.12 SMB TransZ Response, QUERY_FS INFO

71 11:40:01.382331 192.188.1.11 192.188.1.12 SMB NT Create Ar:d)( Eiesponse, FID.: D:-:-QDDEJ_ =
0 [
b Frame 68 (144 bytes on wire, 144 bytes captured) ﬂ
p Ethernet II, Src: 00:0c:29:5f:75:15 (00:0c:29:5f:75:15), Dst: 00:0c:29:49:ad:fe (00:0c:29:49:ac
b Internet Protocol, Sre: 192.168.1.12 (192.168.1.12), Dst: 192.168.1.11 (152.188.1.11)
b Transmission Control Protocol, Src Part: 1037 (1037), Dst Port: 445 (445), Seq: 2146, Ack: 234
- NetBIOS Session Service

Message Type: Sesslon message ;I

[« | -+
D000 00 Oc 29 49 ad fe 00 Oc 29 5f 75 15 08 00 45 00 11 .l u E ﬂ
D010 QD 82 00 a5 40 00 80 08 76 69 cO a8 01 Oc cO a8 @ Vileeowno
o020 01 Ob 04 Od 01 bd ea le ec ae 73 82 1c 2c S0 18 ........ ..5..,P.
o030 f7 bs 8f 49 00 00 00 OG0 00 56 ff 53 4d 42 a2 G0 I VUSME. . LI
ai;i’re:"-':::t-’:a:tul'::sft:annsf:;n;:I";TK;:U:D;TH ———mm oo EI::ckets: 126 Displayed: 136 Marked: 0 ElPr:ﬁIe:D... A
_ - 1 2 2 4 L!,Jus:rlﬂhis::—--Ehlll-KunnIl : : @
@W-f} @ @ @ E & 7 8 ilr:n:f!r!nziil- Wireshark Eli] ﬂ 02:17 [l E
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or even the plaintext of a file flowing froerver to client(see the following
figure).

transferencial - Wireshark [ x

File Edit View Go Captwre Analyze Statistics Telephony Tools  Help

BESea oxes anerr T EE aaq -

!
Eﬁbﬂ: smb fid==0xd004 ;I =ﬂ=l!pr!uln|1... jtl-q ﬁ?ﬂﬂ:h
Ha. Time . Seurce Dastination Pretacel | Infe =
108 11:40:08, 346876 192.168.1.11 152.168.1.12 SMB Trans2 Response, FID: Owd4004, QUERY_FILE
111 11:40:09.357320 192.168.1.12 192.188.1.11 SMB Trans2 Ragquest, QUERY_FILE INFD, FID: Ot
112 11:40:08.370656 192.168.1.11 192.168.1.12 SMB Trans2 Response, FID: Oxd004, QUERY_FILE
113 11:40:09. 370659 192.168.1.12 1592.168.1.11 SMB Trans2 Request, QUERY_FILE_INFD, FID: O:
114 11:40:00. 372514 192.168.1.11 192.168.1.12 SMB Trans2 Response, FID: Oxd4004, QUERY_FILE
115 11:40:09,. 372517 192.168.1.12 192.168.1.11 SMB Transd Request, QUERY_FILE INFQ, FID: oo
116 11:40:05.375835 192.168.1.11 1%2.168.1.12 SMEB TransZ Response, FID: Ox4004, QUERY_FILE
119 11:40:09.380477 192.168.1.12 152. .1.11 s5ME Read AndX Request, FID: Ox4004, 13 byte:
0 : 3. 1. 192 3.1.12 Read AndX Response, FID: Oxd4004, 13 byt

=1
-

a set:

Data Length High (multiply with SaK): o
Reserved: 000000000000

Byte Count (BCC): 14

Padding: 01

T a—

Jem

1)2]a]a

0]
a
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Alternatively, you may usthe SMB plugin talirectly identify in your pcap file
all objects (filesdirectories or pipesjansferredby means o6EMB streams
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