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Dispositivos moviles como fuente @
de amenaza

« Cada vez mas, los dispositivos moviles
tienen acceso a informacion sensible
— Correo electronico
— Acceso a servicios “cloud”
— Aplicaciones corporativas

* Son ya una de las vias de atague en
proceso de investigacion
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Dispositivos moviles 2G/3G

Teléfonos (smartphones)
Tablets (e]. IPad, Kindle)
Portatiles con modem 2G/3G
Routers 3G

Y mas...
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;Amenaza? @

« ¢ EXisten entidades (personas,
organizaciones, gobiernos) interesadas en
obtener y/o manipular las conexiones
moviles de datos de otras entidades?

« ¢ Con $10,000 de presupuesto?
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Arquitectura general de GPRS
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Arquitectura GPRS/EDGE ©
INTERNET
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Vectores de ataque
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Vectores de ataque a )
comumcamones moviles
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Atague con estacion base falsa
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Vulnerabilidades

 Autenticacion unidireccional
« Soporte a GEAO (no cifrado)

* Soporte a degradacion
UMTS->GPRS/EDGE

Igual que en GSM
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Herramientas
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Las herramientas @

Un atacante no necesitara esto, pero...

Nosotros realizamos
todas nuestras
pruebas en una caja
de Faraday, para
evitar emisiones en
el espacio publico
radioelectrico (Um)
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Las herramientas ®
Ip.access nanoBTS

*BTS comercial
* Soporta GSM/GPRS/EDGE
.~ +Fabricada by ip.acccess

(www.Ipaccess.com)
i e|ntefaz IP-over-Ethernet

ADbis
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Las herramientas @

PC

¢ S.0. GNU/LInux
« Acceso a Internet

* Un pequeno netbook es
suficiente
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Las herramientas @
OpenBSC

« Codigo desarrollado por Harald Welte,
Dieter Spaar, Andreas Evesberg y Holger
Freyther

 http://openbsc.osmocom.org/trac/
“[OpenBSC] is a project aiming to create a Free Software,
GPL-licensed Abis (plus BSC/MSC/HLR) implementation for
experimentation and research purpose. What this means:
OpenBSC is a GSM network in a box software, implementing
the minimal necessary parts to build a small, self-contained
GSM network.”
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Las herramientas @
OsmoSGSN

« Codigo incluido en OpenBSC

 http://openbsc.osmocom.org/trac/wiki/osmo-sgsn

“OsmoSGSN (also spelled osmo-sgsn when referring to the
program name) is a Free Software implementation of the GPRS
Serving GPRS Support Node (SGSN). As such it implements
the GPRS Mobility Management (GMM) and SM (Session
Management). The SGSN connects via the Gb-Interface to the
BSS (e.g. the ip.access nanoBTS), and it connects via the GTP
protocol to a Gateway GPRS Support Node (GGSN) like
OpenGGSN”
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Las herramientas @
OpenGGSN

« Codigo iniciado por: Jens Jakobsen
* Actualmente mantenido por: Harald Welte
* http://sourceforge.net/projects/ggsn/

“‘OpenGGSN is a Gateway GPRS Support Node (GGSN). It is
used by mobile operators as the interface between the Internet
and the rest of the mobile network infrastructure.”
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Las herramientas @

Inhibidor de frecuencias de movil (jammer)
« Capaz de inhibir las frecuencias
asignadas a UMTS/HSPA en un lugar
| determinado, sin perturbar las
E 2 b frecuencias de GSM/GPRS/EDGE

“A mobile phone jammer is an instrument used to
prevent cellular phones from from receiving
signals from base stations. When used, the
jammer effectively disables cellular phones.”

[Source: Wikipedia]

AVISO: Incluso poseer un jammer es ilegal en muchos sitios
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El ataque: punto de partida

[ ]

¢ OpenBSC
e OsmoSGSN
¢ OpenGGSN K

~ N S =
ipaccess nanoBTS 165CU v

with GPRS/EDGE
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El ataque: paso 1

GGSN

e GNU/Linux \n,e\
)

¢ OpenGGSN

{ \ S8z c
ipaccess nanoBTS 165CU v

with GPRS/EDGE
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El ataque: paso 2

~ \“ == e
ipaccess nanoBTS 165CU v

with GPRS/EDGE
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El ataque: paso 3 ®
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with GPRS/EDGE
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El ataque: paso 4

ﬁi S

ipaccess nano BTS 165CU
with GPRS/EDGE
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El atague en accidn
Un iPhone cae en la trampa
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¢/ Qué ha sucedido? ®

GGSN

/f

-
!

NTERNET

¢ GNU/Linux
¢ OpenBSC

¢ OsmoSGSN
¢ OpenGGSN

-
IP (Etherne } S
ipaccess nanoBTS 165CU

with GPRS/EDGE
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Extension del atague a UMTS ©®

¢, Como podemos extender este ataque
para gue sea efectivo contra dispositivos
UMTS (3G)?
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Extension del ataque a UMTS: ©®

Simplemente, anadir un paso previo

ipaccess nanoBTS 165CU
with GPRS/EDGE
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Ejemplos de uso del
atague con estacion base falsa
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Aprovechando el ataque: ejemplo 1 @

Captura de una busqueda en Google de un iPhone
‘5' ‘  .
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¢, Qué ha sucedido?

& & § Qe23T 4 BE QQaF GHE -

- |Expression... clear Apply

Filter: ||

T No. - Time Source Destination Protocol Info

~. 469 58.540863 87.186.265.161 16.11.11.6 TP http > 49186 [FIN, ACK] Seq=9513 Ack=:
416 58.922581 18.11.11.6 173.194.37.104 49185 > http [ACK] Seq=1144 Ack=549 Wi

TCP
411 58.922723 11.11.6 87.166.265.161 TCP 49189 > http [ACK] Seq=1494 Ack=9860 ¥
TP 49186 > http [ACK] Seq=2805 Ack=9514 ¥

413 58.942185 10.11.11.6 87.186.205.101

» Frame 1 (58 bytes on wire, 58 bytes captured)
Raw packet data
» Internet Protocol, Src: 10.11.11.6 (16.11.11.6), Dst: 16.12.68.1 (16.12.6.1)
» User Datagram Protocol, Src Port: 62475 (62475), Dst Port: domain (53)
> Domain Name System (query)

Beed 45 08 08 37 cc f7 60 60 ff 11 cfaBGaGbGb 86 E..7.... ........
5616 ©a ©c 08 ©1 74 6b 60 35 ©0 23 81 2b 13 16 61 60
56260 ©6 ©1 96 96 09 60 60 8@ ©5 61 70 78 6¢C 65 63 63
pe3e o&f 6d 06 06 ©1 88 61

D tun0: <live capture in progress> Fi... - Packets: 421 Displayed: 421 Marked: 0

.apple.c

Profile: Default

ipaccess nanoBTS 165CU
with GPRS/EDGE
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Aprovechando el ataque: ejemplo 2 ©
Ataque de phishing contra un iPad (usando https)

Cannot Verify Server Identity
Safari can verify the identity of
Re.com”. Would you
like 1o continue anyway?

Cdﬁtnue“ _—
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Finales/video03_iPadPhisingHTTPS.wmv
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¢, Qué ha sucedido?

ipaccess nanoBTS 165CU
with GPRS/EDGE
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Aprovechando el ataque: ejemplo 3 ©
Toma de control de un PC a través de GPRS/EDGE
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Finales/video04_TakingControlofPC.wmv
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¢, Qué ha sucedido?

GGSN

\\ MEGdSPLOIG
: SMB canture

— C
ipaccess nanoBTS 165CU v

with GPRS/EDGE
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Aprovechando el ataque: ejemplo 4 ©
Control del trafico de todos los dispositivos ubicados tras

un router 3G

SR W e
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Finales/video05_3GRouter.wmv
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¢/ Qué ha sucedido? ®

ipaccess nanoBTS 165CU

with GPRS/EDGE
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Aprovechando el ataque: ejemplo 5 ©

Ataques contras otro dispositivos GPRS/EDGE
=

ad
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Finales/video06_otherdevices.wmv
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¢, Qué ha sucedido?

MVC100 EDGE Camera - Mozilla Firefox

File Edit View History Bookmarks Tools Help

| & - C‘ @ @ | http://10.13.13.2/cgi-bin/main.cgi?page=live v g~ 2
=, ~ B Most visited » (@ Getting Started EJLatest Headlines ~

L

‘. @ MVCI00EDGE Camera 3 y

@TELTO’WKA GSM EDGE Camera o NN e

ou are logged in as admif

Liveview  Playback  Videoparameters  Stream&Events  Oncall Motion E-mallZFTP  Network Logs  Users management  Maintenance

2011-01-07 16:01:57 Information

GSM Operanr

Connection strength 51 dBm

[ 1013132

ME!

Mains Oon

Battery siatus oK

Live view settings

Resoluton VGA (640x480) v

Quality Normal ¥

Video format MIPG »
Povly

Live view timeout

Time remaining 0452

ipaccess nanoBTS 165CU
with GPRS/EDGE
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Medidas de proteccion
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Medidas de proteccion ©®

« Configurar nuestros dispositivos moviles
para aceptar solo 3G, rechazando 2G

e Cifrar nuestras comunicaciones de datos

en niveles superiores (HTTPS, SSH,
IPSEC, etc.)

* Instalar y configurar un firewall software
en nuestros dispositivos moviles
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