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Wi-Fi Security

State-of-the-Art During the Last Decade (or More...)

PTW
A (< 60 secs)
2007-04-01
*WPA-PSK *WEP cloacking
*Sophisticated *WPA(2)-PSK cracking
attack tools improvements EAP

*WEP chop-chop *TKIP chop-chop attack fingerprinting

*TKIP QoS (WMM) DoS

Attack tools Defcon 13: WiFi

I
I
I
I
I
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. |
: |
|
| |
et | | Cloud WPA(2)-PSK | MS-CHAPv2
P | | cracking services | cracking
| LEAP ] | | | WPS |
Early WEP | attacks | I Client | | WPA2 Hole | PIN |
802.11b i | | | | | | | , I
I | | | | | | | | | || |
| | | | | | | | | [ | )

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013
Target: Wi-Fi Infrastructure vs. Wi-Fi Clients
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Wi-Fi Clients Security

My last Wi-Fi presentation was
in late 2010, so... what has
A changed after 2.5 years?...
*Firesheep
*Airpwn-MSF
L *AP-less WPA(2)-
Wi-Fi driver

_ PSK cracking
fuzzing & /\
exploitation

I | |
>
1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013
“Wi-Fi (In)Security” (Raul Siles, GOVCERT & CCN-CERT, Nov 2010)

Copyright © 2013 Taddong S.L.
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Wi-Fi Mobile Clients Behavior
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How Wi-Fi Clients Work?

* Users connect to Wi-Fi networks by...

1. Selecting them from the list of currently
available networks in the area of coverage

2. Adding them manually to the Wi-Fi client

e Security settings are mandatory (if any)
— Open, WEP, WPA(2)-Personal & WPA(2)-Enterprise

e Networks are remembered and stored for
future connections: list of known networks

The Preferred Network List (PNL)

Copyright © 2013 Taddong S.L.
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Mobile Clients Standard Behavior to

Connect to Wi-Fi Networks

* Automatically connect to known Wi-Fi networks
— Cannot be disabled or configured per network easily
e E.g.iOS configuration profile (if “Auto join” is disabled)

* If multiple known Wi-Fi networks are available...
— iOS connects to the last-used network [ﬂﬂ?iﬁ T ]
— Android: supplicant, driver, API... (e.g. Wi-Fi Ruler)
— Windows Phone: signal strength?

— BlackBerry: priority based on the list order (PNL)

* Network identification is based on...
— SSID (network name) and security settings

Copyright © 2013 Taddong S.L. 7
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Steve Jobs’ (Apple) Minimalism

Copyright © 2013 Taddong S.L.
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Managing the PNL in Mobile Clients

* Why the user cannot manually select the priority
for each network in the PNL? (except in BB)

— As in the traditional clients (e.g. Windows 7 & 8)
e Can the user view the list of known networks?

 Can the user manage (add, delete, edit...) the list
of known networks?

e Android 4.x (from the live network list — turn on Wi-Fi first)
* BlackBerry 7.x (“Saved Wi-Fi Networks”)

 Windows Phone 7.x & 8.x (“Advanced — Known networks”)
* iOS minimalism...

Copyright © 2013 Taddong S.L.
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Managing the PNL in iOS s

Reality \j

* Wi-Fi networks are easily added to the PNL...

— ... but cannot be easily removed from the PNL

“Forget this Network” is only avallable when
the Wi-Fi network is in range ¢ '

— User needs to be in the area of [ Forget this Network
coverage of the Wi-Fi network s acaress

* WTF (Without Traveling Faraway) - SRR

— Good excuse to travel for business reasons: “I have to improve
the security of our Wi-Fi network and mobile devices...”

There is even a CVE-2011-4003 (check my preso from 2010)

Copyright © 2013 Taddong S.L. (http://www.logicallysecure.com/about/apple-ios-wireless-advisory/) 11
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Managing the PNL in iOS

Solutions
* We thought about publishing a new i0OS app OTHERS LOOK FOR
.« — Show PNL entries |
l@] e SSID, BSSID, security, hidden, channel, current network... ‘oclA
= _ Manage the PNL (add, delete, edit... entries) RESPECT THE FRESHNESS
 |OS SDK API

— Apple removed from AppStore all stumbler-like apps (in 2010)

— Public API: “You can only get the SSID of the network your
device is currently connected to” ®

— Private API: Apple80211 framework —> MobileWiFi framework
 Jailbroken devices (Cydia):

— “WIFi Passwords”: View networks and passwords in the PNL

— “NetworkKnowledge” (50.99): Delete networks in the PNL

— /private/var/Keychains/keychain-2.db

* Only SSID and password (not for open networks)

Copyright © 2013 Taddong S.L. 12
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Managing the PNL in iOS v

 Stupid (v0.9)

— indescreet SSID Tool (for the) Unknown PNL (on) iOS
Devices

* Generates beacons frames for one or multiple
SSIDS (dictionary and brute force - future)

— Multiple configuration options
e Canal, SSID, BSSID, interval, rates, security settings...

* Allows to select the security settings

— Open, WEP, WPA(2)-Personal & WPA(2)-Enterprise
 WPA or WPA2 & TKIP or AES-CCMP (not relevant for iOS)

— Loop

Copyright © 2013 Taddong S.L. 13



iIStupid in Action

* root@bt: ~/WiFi/iStupid
Terminal Help
root@bt:~/WiFi/1Stupid# ./iStupid.py -h
usage: iStupid.py [-h] [-c CHANNEL] [-s SSID] [-b BSSID] [-i INTERWAL]

[-t RATES]

[--wep | --wpa | --wpaZ2
| --loop | --cwve-2012-2619]
[-V]

imterface

--wpa-enterprise

--wpaz-enterprise

iStupid (vB.9):
indiscreet SSID tool (forthe)

root@bt:~/WiFi/iStupid# ./iStupid.py -c 6 -s WLANCORP --wpa2-enterprise mon®@ &
Interface: mon@ [100 ms (0.1 secs) (privacy: WPAZ-Enterprise) (rates: 11g)]
S5ID: WLANCORP, BSSID: fe:d6:5d:cb:38:8d, Channel: 6

Copyright {c)} 2813 Taddong 5L

Tool that creates fake Wi-Fi n

positional arguments:

interface local Wi-Fi in

optional arguments: Stnpplng 'AP'. U . m
-h, --help show this helpfiroot@bt:~/WiFi/iStupid# v
-c CHANMEL, --channel CHANNEL

Wi-Fi network chanmel {default = 1)
-5 55ID, --ssid S5ID Wi-Fi network name (S55ID) (default = random)
-b BSSID, --bssid BSSID
Wi-Fi network address (BSSID) (default = random)
-1 INTERWAL, --inmterwal INTERVAL
Wi-Fi beacon interwal (ms) (default = 188)
-t RATES, --rates RATES
Wi-Fi network rates: 1lb or 1llg {default = 1llg)

- -WEp create a WEP Wi-Fi network (default = off)
- -wpa create a WPA-Persomal Wi-Fi network {default = off)
- -wpa2 create a WPAZ-Personal Wi-Fi network (default = off)
--wpa-enterprise create a WPA-Enterprise Wi-Fi network (default = off})
--wpaZ-enterprise create a WPAZ-Enterprise Wi-Fi network {(default = off)
--loop loop through the different network types {default = off)
OPEN, WEP, WPA(2)-Personal, WPA(2)-Enterprise

--cve-2012-2619 CVE-2012-2619: Broadcom chipsets DoS5 (default = off)
-V, --version show version information and exit

Make those faraway Wi-Fi networks show up in the air! “

root@bt:~/WiFi/iStupid#

Copyright © 2013 Taddong S.L. 14
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Disclosing the PNL for Free

 Hidden Wi-Fi networks (cloaked or non-broadcast)
— Still today a very common security best practice...
— ... with relevant security implications for the Wi-Fi clients
— Beacon frames do not contain the SSID (empty)
* Visible (or broadcast) Wi-Fi networks include the SSID in
their beacon frames
— Wi-Fi clients need to know the SSID to connect to the network

* So how Wi-Fi clients connect to hidden Wi-Fi networks?
— Wi-Fi clients have various networks (SSIDs) in their PNL

* Wi-Fi clients have to specifically ask for the hidden Wi-Fi
networks in their PNL by sending probe requests containing
the SSID

— As a result they disclose their PNL !!

PNL was disclosed by Wi-Fi client in the past (2005; Win XP fix in 2007)

Copyright © 2013 Taddong S.L.
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Do Mobile Devices Disclose the PNL?

* Always (not in Windows Phone 7.x or 8)
— Windows Mobile 6.5 (TAD-2010-003)

* When networks are manually added (hidden)
— Android 2.x — 4.x (TAD-2011-003) Not Fixed Yet
— i0S ?.x — 6.x (TAD-2013-001) NEW
— BlackBerry 7.x (TAD-2013-002) NEW &S50 rcaocastes

e Can be changed afterwards through advanced settings:

* Why there is no option to |nd|cate |f a network in
the PNL is hidden or not? | " e o

Network name (5510} | [
[¥] Conrect even i this network is not broadcasiing

— As in the traditional clients
“That’s one small step for a user, a giant leap for security”

Copyright © 2013 Taddong S.L. 16
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Security Risks of Disclosing the PNL

* An attacker can impersonate
the various Wi-Fi networks
in the PNL ((( )))
— Different methods based on \

the security settings i/

* People didn’t pay enough
attention to this...

— ... because there was no I B
name for it! —

War Standing or War “Statuing” (Statue)

Copyright © 2013 Taddong S.L.
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War Standing Risks

f
-
, P
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Tools for War Standing Activities

* Significant limitations on current Wi-Fi security,
hacking, and pen-testing tools
— Network or AP focused
— Very limited client details

B ~ Kismet Sort View Windows

o Exa m ples TRENDnet 00:14:D1:5F:97:12 A 0 1 2417
— Kismet(-ng) oy e 1 esEBLIE A § 26
* Probe Networks

* Autogroup Probe

— Airodump_ng Pickles 00: 1F:33:F3:C5: 4A
* Look at the bottom, if you can...

— Stumbler-like tools ignore clients...
[. (wlan.fc.type_subtype == 0x04) && !(wlan_mgt.ssid =="")

Copyright © 2013 Taddong S.L. 19
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%= “Faltan las Palabras”

problema.

(Del lat. problema, y este del gr. TTpoRAnua).

3. Conjunto de hechos o circunstancias que dificultan la consecucion de algun fin.

problemoén m. Un problema relevante o de notable
1mportancia.

probremén m. Un problema relevante o de notable
1mportancia, que se repite a lo largo del
tiempo.

probremon.py

- pI‘_Obe “Yo propongo...” J .
— request \
7 /l/:\‘

— monitor
La letra pequefa (Luis Piedrahita)

Copyright © 2013 Taddong S.L. (http://www.antena3.com/programas/el-hormiguero/secciones/faltan-palabras/



‘ /Rootad® 2013

probremon.py

080 FuSE BT TR
40 S o U

Ask the Tarasco Bro’s (Tarlogic) for GUI: “Wireless Auditing Framework”
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SSID Selection & Contradictions

* Change the default SSID and select a unique one

— WPA cracking
 PMK = PBKDF2(PSK, SSID + length, 4096 hmac-shal)

— AP impersonation

* Avoid guessing, dictionary, or brute force attacks on SSID
— Top SSIDs, Top Wi-Fi Hotspots, WiGLE...

* |dentifying a unique (set of) SSID(s) allows...
— Associate network name to location (WiGLE...)
— Anonymity attacks (personal privacy implications)
— Targeted attacks (unique client fingerprint)

Copyright © 2013 Taddong S.L. 22
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Wi-Fi PNL Conclusions

* Vendors do not read Taddong’s Security Blog
— Adding Wi-Fi networks manually == hidden network

* Why don’t why make hidden Wi-Fi networks
disappear in 802.11 technologies?

* AP shouldn’t provide an option to configure the
Wi-Fi network as hidden

 Wi-Fi clients should never allow users to add a
Wi-Fi network as hidden

— No need then to have an option to indicate if a
network in the PNL is hidden or not (minimalism)

Wi-Fi clients would not disclose their PNL... Right?

Copyright © 2013 Taddong S.L. 23
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Do Mobile Devices Disclose the PNL?

Settings Wi-Fi
Airplane Mode ) OFF
Wi-Fi

z Bluetooth Off Choose a Network...
Cellular Data off I 8= wiFi " on @
o | v wLAN_ I &=
Do Not Disturb Y OFF 00se a Network...

Other... a LANCORP = ©
@ Notifications — |

Other... >

0
/ROOted Ask to Join Networks ) OFF

Known networks will be joined
automatically. If no known networks are
available, you will have to manually select
a network.

Difficult to consistently reproduce them... ®

Copyright © 2013 Taddong S.L. 24



The full PNL of iOS is disclosed in iOS 5.x & ?.x (sometimes...)

IOS Recent Wi-Fi Updates: Analysis

Copyright © 2013 Taddong S.L. 25
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10S 6 & 6.0.1
Software (SW) vs. Security (SE) Updates

e iOS 6: (Sep 19, 2012)
— SW: http://support.apple.com/kb/DL1578

— SE: http://support.apple.com/kb/HT5503

* 197 security fixes
— Wi-Fi: iOS discloses MAC of hosts of previous networks (DNAv4)

* i0S6.0.1: (Nov 1, 2012)

— SW: http://support.apple.com/kb/DL1606

* “Improves reliability of iPhone 5 and iPod touch (5th
generation) when connected to encrypted WPA2 Wi-Fi nets”

— SE: http://support.apple.com/kb/HT5567 (4 CVEs)

Copyright © 2013 Taddong S.L. 26
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10S 6.0.2 (Dec 18, 2012)

* SW: http://support.apple.com/kb/DL1621

@ https://support.apple.com/kb/DL1621 [ '-"l' Google Q

Version: 6.0.2

@) iOS 6.0.2 Software Update =2 S

Post Date: Dec 18, 2012
Download ID: DL1621

Deutsch, English, Francais, B¥EE,
¥ e I'eé L )) Espafiol, Italiano, Nederlands, Dansk,
Fixes a bug that could impact Wi-Fi. —_— F I Xe S a b u g N Morsk Bokmil, Polski, Portugués,
Portugués Brasileiro, Pycckui, Suomi,
Available via OTA Svensk, EEFRX, B, B0,

L]
? Bahasa Indonesia, British English, Crna
Sec u rlty U pd ate ° Gora, Eesti, Hrvatski, II:E andic, |

Latviesu, Lietuviy, Magyar, Melayu

Forums speculations:
“i0S prioritizing open networks over secure networks...” \e, Tiekge, Ukzainlan, Cekrina,

ExAvikdl, Bsnrapokd, Maxe noHuja,

http://blog.taddong.com/2013/01/apples-skimpy-software-

up I'l Langu
COp ht © nglish
Vrig t 2013 addongS.I.
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10S 6.1

 i0S6.1: (Jan 28, 2013)
— SW: http://support.apple.com/kb/DL1624

— SE: http://support.apple.com/kb/HT5642
e 27 CVEs + root CA’s updates

 CVE-2012-2619: “A remote attacker on the same WiFi
network may be able to temporarily disable WiFi”

* DoS condition (CVE-2012-2619 )

— October 2012 (Ekoparty - CorelLabs)

— Broadcom Wi-Fi chipsets (iOS and others)
— iPad 1 (i0S 5.1.1)

Copyright © 2013 Taddong S.L. 28
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0S5 6.1.1 (Feb 11, 2013)

* SW: http://support.apple.com/kb/DL1631

@ hrtps://support.apple.com/kb/DL1631 = -B' Google Q

LOJ iOS 6.1.1 Software Update 2

Version: 6.1.1
Post Date: Feb 11, 2013
Download ID: DL1631

System Regquirements

iPhone 45

Benrapckn, Cestina, Slovenéina, Tiéng
Vi, (omme) G el EXARVLR, Hrvatski,
About iO5 6.1.1 Software uPdate Ukrainian, Bahasa Indonesia, Deutsch,
This update fixes an issue that could impact cellular performance and reliability for iPhone 45. English, Frangais, H#E§, Espafiol,

Italiano, Mederlands, Dansk, Norsk

For information on the security content ]ftk%&, please visit this website: Bokmil, Polski, Portugués, Portugués

(Brasil), Pyccwui, Suomi, Svensk, fE{&$
http://support.apple.com/kb/HT1222

3, Bilehar, 81230, Romina, Tirkee,
° Magyar, British English, nayw, Thai
Security Update?
Languages
| English S

http://support.apple.com/kb/HT1222

Copyright © 2013 Taddong S.L. 29
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HT1222 up to 105 6.1.2

|9 supportapple.ccom/kb/HT1222

Security updates

Mame and information
link

Java for Mac 05 X v10.6 Update 12

[
ra

Apple T

05 6.1

Apple TV 5.1.1

OuickTime 7.7.3

safari 6.0.2

05 6.0.1

Jawva for OS5 X 2012-006 and Java

Released for

05 X Mountain Lien w10.8 or later

Mac 05 X v10.6.8

Apple TV 2nd generation and later

iPhone 3GS and later, iPod touch (4th generation} and later, iPad 2 and later

Apple TV 2nd generation and later

Windows 7, Vista, XP SP2 or later

05 X Lien w10.7.5, 05 X Mountain Lion w10.8.2

iPhone 3GS and later, iPod touch (4th generation} and later, iPad 2 and later

Mac 0% X v10.6.8, OS5 X Lion w10.7 or later, 05 X Mountain Lion w10.3 or later

Release
date

04 Feb
2013

01 Feb
20132

28 Jan
2013

28 Jan
2013

28 Now
201z

05 Now
2011

01 Now
2012

01 Now
2012

16 Oct

forTeta St Lp,_ua: )

Apple consistent and uniform updates are something from the past

Copyright © 2013 Taddong S.L.




BE UNIQUE

Sceiety-will tell you to do things a certain way
Don't listen to them




Wi-Fi Network Impersonation
(MitM)

Copyright © 2013 Taddong S.L. 32
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Attacker’s Main Goal

* When some entries in the PNL are disclosed by Wi-Fi
clients...

e .. force the victims to (silently) connect to the
attacker’s Wi-Fi network (Karma-like attacks)
— AP impersonation (or fake AP): anywhere in the world

— Evil-twin: area of coverage of the legitimate network
» Strongest signal wins (or less battery drawing network)

* Prerequisites
— Open: None
— WEP & WPA(2)-PSK: Pre-shared key

— WPA(2)-Enterprise: Certificates or... none
e Additionally you can obtain valid user credentials

Copyright © 2013 Taddong S.L.
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Attacking Wi-Fi (Personal) Clients

Copyright © 2013 Taddong S.L. 34
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Attacking Wi-Fi Clients

A book in Spanish
is coming soon...

* Create a fake AP using airbase-ng

— Impersonate the legitimate network |
 SSID & security settings LAY

BackTrack 5 Wireless

* Obtain the pre-shared key Pentraion Testing
— Setup full network connectivity & MitM
* “BackTrack 5 Wireless Penetration Testing
Beginner’s Guide” (Vivek Ramachandran)
— Chapter 6: “Attacking the Client” (2011-09)

* http://www.packtpub.com/article/backtrack-5-attacking-the-client

X
A

L

http://www.packtpub.com/backtrack-5-wireless-penetration-testing-
beginners-guide/book (Sample Chapter: 6)

Copyright © 2013 Taddong S.L. 35
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Attacking Wi-Fi Clients: Open

“| never, ever, e e @mmwrlin o Right? ©

Copyright © 2013 Taddong S.L. 36
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Attacking Wi-Fi Clients: WEP

e Caffe Latte (ToorCon 2007)
— Broadcast ARP request & flip bits & ICV

* http://www.aircrack-ng.org/doku.php?id=airbase-ng#thow_does_the caffe latte attack work

# airbase-ng -c¢ 1 -a 00:01:02:0a:0b:0c -e “Taddong" -W 1 -L monO
# airodump-ng -c 1 --bssid 00:01:02:0a:0b:0c --write Caffelatte monO

* Hirte (2008)
— Fragmentation attack

* http://www.aircrack-ng.org/doku.php?id=airbase-ng#how_does_the_hirte attack_work

# airbase-ng -c¢ 1 -a 00:01:02:0a:0b:0c -e “Taddong" -W 1 -N monO
# airodump-ng -c 1 --bssid 00:01:02:0a:0b:0c --write Hirte mon0O

Strength of WEP key is irrelevant

Copyright © 2013 Taddong S.L. 37
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Attacking Wi-Fi Clients: WPA(2)-PSK

Well Known WPA2-PSK Expasure Client-Focused WPAZ-FSK Exposure

* AP-less WPA(2)-PSK
cracking

Corporate
Network

— Out of the range of
the target network

— Only requires the

Any common ocation
other than corporate
netwaork (2.q. airport,
arplane, halspot)

1
4

o | =
-\
ms

Victim

first two frames of
the 4-way WPA(2) handshake

e E.g. cowpatty (+v4.5): “-2”
* http://www.willhackforsushi.com/?p=284

PMK = PBKDF2(PSK, SSID + length, 4096 hmac-shal)
PTK = PRF-512(PMK, text, AP@, STA@, anonce, snonce)

Copyright © 2013 TaddongS.L.
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airbase-ng

* airbase-ng
— http://www.aircrack-ng.org/doku.php?id=airbase-ng
— WEP (-W1): set the privacy bit
e SKA: Shared Key Authentication (-s)
— WPA (-z) & WPA2 (-Z)
— TKIP (2) & AES (4)
« WPA/TKIP (-z 2)
 WPA/AES (-z 4)
« WPA2/TKIP (-Z 2)
« WPA2/AES (-Z 4)
Strength of the WPA(2) PSK — 63 random characters

Copyright © 2013 Taddong S.L. 39




Attacking Wi-Fi Enterprise Clients

Copyright © 2013 Taddong S.L. 40
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Wi-Fi Enterprise Networks

* Wi-Fi client, access point (AP), and RADIUS server

* Multiple user credentials
allowed (802.1X/EAP types)

 How to verify the RADIUS
server certificate?

— CN, CA, expiration,
revocation & purpose

Supplicant

1

2013

5

ﬂmhemicamr 2

RADIUS / Diameter
A
1

Ve

L)

—— 'I ;

Authentication 5%

EAPDH/P'{\

- .ll-l'

A5
j-_.r" -r"

-

@

Internet or other LAM resources

/

* There is no URL like in the web browsers ® (X.509 CN)
— SSID (max. 32 chars) vs DNS hostname

e Revocation (CRL & OCSP): no connection yet...

— OCSP Stapling & 802.11u & Open Secure Wireless (OSW) & Secure

Open Wireless Networking (SOWA — SOWN, e.g. XSSID)

Copyright © 2013 Taddong S.L.
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FreeRADIUS-WPE '

o
e

£2F" % N
4 A

* FreeRADIUS-Wireless Pwnage Edition (WPE)
— SchmooCon 2008: Joshua Wright & Brad Antoniewicz

e Attacker impersonates the full Wi-Fi network
infrastructure (AP + RADIUS server)

e PEAP & TTLS
— Inner authentication: MS-CHAPv2 (or others)

— Username + Challenge/Response

http://www.shmoocon.org/2008/presentations/PEAP_Antoniewicz.pdf
http://www.willhackforsushi.com/?page_id=37
http://blog.opensecurityresearch.com/2011/09/freeradius-wpe-updated.html
https://github.com/brad-anton/freeradius-wpe

Copyright © 2013 Taddong S.L. 42



MS-CHAPv2 Cracking [eesi

e asleap (+v2.1) - Joshua Wright

— Crack challenge (-C) and response (-R)
* http://www.willhackforsushi.com/Asleap.html

— Dictionary attack (DES x 3)
e genkeys

— Precomputed MD4 hashes (indexed list of passwords)

* Indexed by the last two bytes of MD4 hash (brute force)
— Challenge (8-byte) & MD4 hash (16-byte) = Response (24-bytes)

e MS-CHAPvV2 cloud cracking

— Defcon 20 (2012): Moxie Marlinspike & David Hulton
* https://www.cloudcracker.com/blog/2012/07/29/cracking-ms-chap-v2/

— Brute force attack (2°° = DES) — FPGA box: ~ 12-24h

* www.cloudcracker.com & chapcrack (100% success rate = $200)
Strength of user passphrase... not any more ®
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Attack Opportunities

* |f the CAis not verified by the Wi-Fi client...

— Attacker can build his own private CA...

* |Issue a certificate to impersonate target network

— Both CA and server certs can mimic all fields from legitimate certs
except fingerprint

— Not needed most times: Wi-Fi client warnings?

* If the CA is verified by the Wi-Fi client...

— Purchase a valid certificate from a public CA
 Silently accepted by Wi-Fi client without extra checks

— If the RADIUS server name (or subject) is verified, or if
a private CA is used ... attack will fail

Are mobile clients vulnerable to FreeRADIUS-WPE?...
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FreeRADIUS-WPE in Action

D © & root@mobisec-desktop: ~
File Edit View
root@mobisec-desktop:~#
root@mobisec-desktop:~#
root@mobisec-desktop:~# radiusd -X
FreeRADIUS Version 2.1.12, for host i686-pc-13
5:12:44
Copyright (C) 1999-2009 The FreeRADIUS server
There is NO warranty; not even for MERCHANTABI]
PARTICULAR PURPOSE.

You may redistribute copies of FreeRADIUS undg
GNU General Public License v2.

Starting - reading configuration files ...
including configuration file /usr/local/etc/r

Terminal Help

200

root@mobisec-desktop: ~

File Edit View Terminal Help

root@mobisec-desktop:~# sudo tail -f /usr/local/var/log/radius/freeradius-server
-wpe. log

username: raulsiles

challenge: 8b:6b:c2:18:5b:5c:e2:35

response: 3c:30:16:96:72:5c:34:d1:f2:8f:2e:T4:80:6d:29:9b:e4:d8:17:df: ch
:6d:8d:72
mschap: Sat Mar 2 12:27:25 20813
username: raulsiles
challenge: 5d:66:bb:8d:e3:4a:16:e3
response: 2b:82:2f:c2:eb:54:ab:c8:7c:2c:b9:75:98:a6:20:b3:b3:00:e5:bf:7e
:52:bb:be

iEE}Listen {
incl type = "acct"
. ipaddr = *
incl _
incl port =0
igz}listen {
incl type = "control”
L | listen {
socket = "/usr/local/var/run/radi
}
}
listen {
type = "auth"
ipaddr = 127.8.8.1
port = 18120
}

. adding new socket proxy address * po
Listening on authentication address * por
Listening on accounting address * port 18
Listening on command file /usr/local/var/
Listening on authentication address 127.0
Listening on proxy address * port 1814
Ready to process requests.

200

mobisec@mobisec-desktop: ~/asleap

File Edit View Terminal Help

mobisec@mobisec-desktop:~/asleap$ ./asleap-2.2/asleap -f rockyou 22+.dat -n rock =
you 22+.idx -C Ob:6b:c2:10:5b:5c:e2:35 -R 3c:30:16:96:72:5c:34:d1:f2:87:2e:74:80
:6d:e9:9b:e4:d8:17:df:cH:6d:8d:72

asleap 2.2 - actively recover LEAP/PPTP passwords. <jwright@hasborg.com=

hash bytes: bleb
NT hash: 324c7clfasfOc9e65473271FfOc5bleb
password: esternocleidomastoideon

mobisec@mobisec-desktop:~/asleaps

Copyright © 2013 Taddong S.L.
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10S & FreeRADIUS-WPE L

User Interface (Ul)

* i055.0-6.1.2 (i0S ?.X) o T
* Default CA: None E—

— Prompts user to validate certificate at first connect
* Both to legitimate and attacker’s Wi-Fi Enterprise networks

— Does not validate CA or server certificate

Enter network information

e Default server name: None
* Extra (minimalism) I | ’
— Security mode: ... o= wea
* Advanced Wi-Fi settings? B wea2
* Attack dd | i

— Successful (except if user rejects to connect)

Cancel Other Network

“Security in the hands of the end-user” Seourity  WPAZ Enterpise >

Username
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10S & FreeRADIUS-WPE s

Configuration Profile \j

e i0OS5.0-6.1.2 (iOS ?.x)
* Default CA: Undefined (optional)

— Full list of public trusted CA’s available or import other CA’s
e Default server name: Undefined (optional)

e Extra (advanced settings)
— Attacker might need to obtain a valid cert from same CA

Enterprise Settings

—_ N O u Se r Wa r n i n gs Configuration of protocols, authentication, and trust
—| Protocols | Authentication W
° Atta C k Z:T:Etif:i“::ix:&:'&c for authentication
- SucceSSfu I (exce pt if private CA [Mo certificates available -- use "Credentials’ tab to add]

or the server name is defined)

Trusted Server Certificate Names
Certificate names expected from authentication server
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Android & FreeRADIUS-WPE

 Android 2.x & 4.1-4.2.2 (Android ?.x)

* Default CA: Undefined (optional)

— CA have to be imported manually

* Good to avoid the full list of trusted CA’s (if you know what you are
really doing)

* Bad as it is optional (and will end up empty most of the time)
e Default server name: None

— Cannot be defined ® e
* Extra (advanced settings)

— No user warnings S
* Attack dentty o

Anonymous

— Successful (except if private CA) K&

Password

Show advanced options
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WP 7.x & FreeRADIUS-WPE Windc D

 Windows Phone 7.5
 Default CA: None

* Default server name: None
e Extra (consumer device)

— phone

Continue connecting?

If you expect to find WLANCORP in this
location, go ahead and connect.
Otherwise, it may be a different network

with the same name.

— Lack of advanced settings: CA, server, EAP type...
— First time it connects (to the legitimate Wi-Fi
Enterprise network) it generates a warning ©
* Location: Legitimate area of coverage?
* Not afterwards, when it connects to the attacker’s network

e Attack

— Successful (worst case scenario for WPE)

Copyright © 2013 Taddong S.L.
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WP 8 & FreeRADIUS-WPE

o= Windows 8
* Windows Phone 8 Phone
* Default CA: Off (“Validate server certificate”)

— Full list of public trusted CA’s available or import other CA’s
e Default server name: None

e Extra (corporate device)
— Attacker might need to obtain a valid cert from same CA
— Lack of advanced settings: server name, EAP type... Bt
— Same warning as WP 7.x (location)

— A single authentication failure generates an N
unstable client state (self imposed DoS?) WLANCORP.

* Attack

— Successful (except if private CA) —

I:l Show password

SIGN IN

Validate server certificate

Off 11 B
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BlackBerry & FreeRADIUS-WPE

* BlackBerry 7.1.x
* Default CA: Undefined (mandatory)

— Has to be set to be able to create the Wi-Fi profile
e Full list of public trusted CA’s available or import other CA’s

e Default server name: Undefined (optional)

e Extra (advanced settings)
— Attacker has to obtain a valid cert from same
— No user warnings
— “Disable Server Certificate Validation”

e Attack

— Successful (except if private CA or
the server name is defined)

Copyright © 2013 Taddong S.L.

Wi-Fi Security

Enterprise Sub- -
Type: L Beah J

CA me: username
rd: *#kxExdk

CA certificate:

<None selected> v |

Inner link
security:
Token:

AUTO v |

<None selected> v |

Server subject:
Server SAN:

v Disable Server Certificate
Validation

i Cancel I Connect |
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(FreeRADIUS) EAP Dumb-Down

[ SANS SEC575 ]

 Multiple EAP types available —~

— Mobile devices seem to prefer to use PEAP (MS-
CHAPv2) by default

e Butin reality they use the preferred EAP
method set by the RADIUS server

— GTC-PAP: Log credentials in cleartext
* Username and passphrase

* Additionally it might allow full Wi-Fi
network impersonation (MitM)

]

Strength of user passphrase is irrelevant
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EAP Dumb-Down in Action

D © ® root@mobisec-desktop: ~

File Edit

root@mobisec-desktop:
root@mobisec-desktop:
root@mobisec-desktop:~# radiusd -X

FreeRADIUS Version 2.1.12, for host i686-pc-linux-gnu, built on Dec 16 2812 at 1
5:12:44

Copyright (C) 1999-2009 The FreeRADIUS server
There is NO warranty; not even for MERCHANTAB
PARTICULAR PURPOSE. T S e
You may redistribute copies of FreeRADIUS unde File Edit View Terminal H'-'—"F—’

2 © @ root@mobisec-desktop: ~

GNU General Public License v2. : : : :
Starting - reading configuration files ... root@mobisec-desktop:~# sudo tail -f /usr/local/var/log/radius/freeradius-server
including configuration file /usr/local/etc/re-Wpe. 'L[]g
root@mobisec-desktop: ~ PAP: Wed Feb 27 17:308:55 2813
Terminal Help
el username: raulsiles
incitisten {t . password: esternocleidomastoideo
- ype = "acct"
igz} ipaddr = *
e port = 0 PAP: Wed Feb 27 17:31:11 2013
%ndlisten {
incl _ " : 1siles
incl Listen ‘Eype = "control username: rau ] ]
cocket = */usr/local /var/run/radid password: esternocleidomastoideon
}
} v
listen {
type = "auth"
ipaddr = 127.8.8.1
port = 18120
}
. adding new socket proxy address * port 34750
Listening on authentication address * port 1812
Listening on accounting address * port 1813
Listening on command file /usr/local/var/run/radiusd/radiusd.sock
Listening on authentication address 127.0.8.1 port 18120 as server inner-tunnel
Listening on proxy address * port 1814
Ready to process requests. v
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/

iIOS & EAP Dumb-Down \3

Authentication | Trust Ii
* Default EAP type Acceptea A Types

Authentication protocols supported on target network
[ Tes  [)w=ap L] EAP-FAST

— Cannot be set from the Ul: -, 2., e
 None, WEP, WPA(2), WPA(2) Enterprise
— Can be set via a configuration profile: PEAP

e Extra (configuration profile)
— It is ignored, even if PEAP is the only EAP type set

e Attack
— Same scenarios as in FreeRADIUS-WPE
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Android & EAP Dumb-Down

* Default EAP type: PEAP NS

Phase 2
authentication

— Can be set from the Ul: =
* PEAP, TLS, TTLS, PWD

e Extra

— Can set “Phase 2 auth” (inner) [
in the profile

* MS-CHAPV2 vs. None (default) [

MSCHAP

AI'IOI'IyI'ﬂOUS MSCHAPV?2
identity
* Attack

— Same scenarios as in FreeRADIUS-WPE
* Except when “Phase 2 auth” is set: Not vulnerable
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WP & EAP Dumb-Down w2

phone

- Default EAP type: PEAP (Microsoft) == Windows®

— Cannot be set from the Ul
— PEAP is really enforced!

e Attack

— WP 7.5 & 8 are not vulnerable by default ©
e Best case scenario for EAP dumb-down
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BlackBerry & EAP Dumb-Down

e Default EAP type: PEAP

— Can be set from the Ul:
* PEAP, LEAP, EAP-TLS, EAP-FAST, EAP-TTLS...

e Extra

— Can set “Inner link security” in the profile
e EAP-MS-CHAP v2 vs. AUTO (default)

o Attack

— Same scenarios as in FreeRADIUS-WPE
* Except when “Inner link security” is set: Not vulnerable
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Wi-Fi Enterprise Clients

Conclusions

* Wi-Fi Enterprise is inherently “broken”

— How to add a new RADIUS server?
* Modify the config of all Wi-Fi clients in the organization

* Wi-Fi supplicants must always...

— Trust only the specific CA used for the Wi-Fi network
* Not a good idea to use the full list of public trusted CA’s

* Private CA’s are a better option assuming an attacker cannot get a
legitimate certificate from them

— Define the specific (set of) RADIUS server(s) used (X.509 CN)
* Do not provide options to disable certificate validation
— Define and force the specific EAP type used

* Define the inner authentication method (e.g. MS-CHAPv2)
* Do not downgrade to other EAP types (dumb-down)

All vendors have been notified about the EAP dumb-down vulns
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Wi-Fi Enterprise Clients

WPE & Dumb-Down Countermeasures
. i0S

— Create a very strict and narrow configuration profile

 Still “vulnerable” to EAP dumb-down (not if server is defined)
— Still the standard Ul allows adding Wi-Fi Enterpise networks

 Android

— Import and define CA, and set inner authentication
 Still vulnerable to WPE (server cannot be defined)

* Windows Phone
— WP7: Fully vulnerable to WPE (not to EAP dumb-down)
— WP8: Define CA (still vulnerable to WPE & DoS?)

e BlackBerry (manually or BES)
— Define CA and server, and set inner authentication

Why are they vulnerable to WPE & EAP dumb-down by default?
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Wi-Fi Enterprise Clients w
10S Suggestions U

* iOS options: minimalism vs. advanced settings

— Disable adding Wi-Fi Enterprise networks through
the standard Ul completely (minimalism)

— Add full advanced settings for Wi-Fi Enterprise
etworks through Ul (mandatory config profiles)
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Post-MitM Wi-Fi Exploitation
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Post-MitM Wi-Fi Exploitation
For Fun

@ Kittenwar! May The Cutes' x

«>C

[ kittenwar.com

home
winningest kittens
losingest kittens
newest kittens

add your kitten
o

= PO o

fi# Upside-Down-Ternet x g

€« — C | [ www.ex-parrot.com/pete/upside-down-ternethtmi e En

S

Here's an email I received from Fraser at kittenwar,

Hi Pete, B
Apologies for the unsolicited mail, but I thought I'd drop you a line to
say how mach I like your Upside-Down-Ternet advice for confusing wireless

thieves.

that my Kittenwar =site is playing host to some kind of nefarious virus
preventing them from accessing the web, accusing me of practising all
politely respond
but this only usually happens to people who are using someone else's

wireless connection, and pointing them in the direction of your site. E‘
Thi=z has happened dozens of times over the last few years, and you know
what? Hone of them have ever got back to me after I point this out. i

L) | EI

K
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Post-MitM Wi-Fi Exploitation

* Wi-Fi driver vulnerabilities (if full connection state)
— Remote code execution (ring 0) or DoS

Mobile device fingerprinting

— Traffic fingerprinting

— Open ports (TCP/UDP) fingerprinting

* Traffic interception (Layer 2 and above)

— HTTP (e.g. Firesheep, airpwn(-MSF), and others)
— HTTPS (e.g. iOS untrusted certificate binding)

— Other protocols

Mobile client vulnerabilities

— Karmetasploit

Impersonate any service (DHCP, DNS, mail...) and the whole Internet

Copyright © 2013 Taddong S.L. 63



/Rootad® 2013

Traffic Interception: HTTPS

e HTTPS & iOS untrusted certificate binding

— Untrusted certs that are accepted by the user
once, will remain on iOS forever (Safari Mobile)
* RADIUS certificates? (1% time only) ol

-

— Digital certificates cannot be managed
» Configuration profile: Restrictions i

— Apple knows about it at least since iOS 5.x

Security and Privacy
Enforce security and privacy policies

[_| Allow diagnostic data to be sent to Apple Yeenkon 2

— . Numero de serie 921770777
|| Allow user to accept untrusted TLS certificates

No valido antes de  1999-03-18...

Attacker’s certificate is trusted by iOS forever after user accepts'it” f

e:
ave publica <30$187...
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“You think that’s air you’re
breathing now?”

11 10170PTPOTT0T7001
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&

Morpheus to Neo during the scene when he was teaching him in the virtual
dojo on board the ship The Nebuchadnezzer
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Thanks To...

e RootadCON o« e

* Joshua Wright
— FreeRADIUS-WPE
— SANS SEC575: Mobile Device Security and Ethical Hacking
https://www.sans.org/course/mobile-device-security-ethical-hacking

 Monica (testing, ideas & inspiration)

e Jorge Ortiz (i0OS SDK APIs)

e Siletes & Tuno (WP 7.x)

 Mariana (BB)

e @omarbv (WP 8)

* David & José (challenges)

 Those who left us & Those that still are here
To all the vendors in advance for fixing all these thm&s h‘,‘ _
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References

e “Wi-Fi (In)Security: All Your Air Are Belong To...”

— http://www.taddong.com/docs/Wi-Fi_(In)Security GOVCERT-
2010 RaulSiles_Taddong v1.0 2pages.pdf

 Taddong Security Advisories
— http://blog.taddong.com/p/security-advisories.html

* Taddong’s Security Blog & Lab

— blog.taddong.com & www.taddong.com/en/lab.html
* Raul Siles” Wi-Fi Security

— http://www.raulsiles.com/resources/wifi.html

OWISAM (Tarlogic): www.owisam.org
— OWISAM-TR-009, OWISAM-DI, OWISAM-CT...

Check advisories & tools publication on Taddong’s Security Blog & Lab
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Thank You

“Taddong

www.taddong.com
@taddong
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