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This guide details the process required to build the OWASP Zed Attack Proxy (ZAP)' from source
code using the Eclipse IDE for Java Developers. The guide has been developed for Windows 7 but the
Eclipse build process should be very similar for other operating systems, such as Linux or Mac OS X.

The official version of this document is available in PDF format for easy download, distribution, and
use at Taddong’s Lab: http://www.taddong.com/en/lab.html.

The original guide detailing how to build ZAP is available from the OWASP ZAP project Wiki:
http://code.google.com/p/zaproxy/wiki/Building.

Changelog: v3.0 (from version 2.0 of this guide)
e Significant document update, including:
o New requirements (updates): Java 7 (JDK 1.7.10), Subclipse v1.8.16, and Eclipse Juno
(v4.2) SR1 (including multiple screenshots updates).
o Guide fully updated for Java 7 (JDK 1.7.10), as the current ZAP source code trunk (as
of September 2012) requires Java 7 for the build process.
o Added link to the full list of OWASP ZAP extensions currently available.

! https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
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Software Requirements
The following software is required to obtain the latest OWASP ZAP (ZAP from now on) source code
revision from the official SVN repository, and build a working copy of ZAP using Eclipse:

e Base operating system: Windows 7 (64 bits)

e Java Development Kit (JDK) 7 Update 10 - 32 bits:
http://www.oracle.com/technetwork/java/javase/downloads/

e OWASP Zed Attack Proxy (ZAP): https://code.google.com/p/zaproxy/

e OWASP ZAP SVN repository: https://code.google.com/p/zaproxy/source/checkout

svn co https://zaproxy.googlecode.com/svn/trunk zaproxy-read-only

e Eclipse IDE for Java Developers Juno SR1 (v4.2 — 32 bits) *:
http://www.eclipse.org/downloads/packages/eclipse-ide-java-developers/junosrl

e Subclipse (v1.8.16): http://subclipse.tigris.org

NOTE: The Java Development Kit (JDK) and Eclipse must use the same version architecture, 32 or 64
bits, independently of the OS version used. The proposed environment makes use of the 32 bits
version of Java and Eclipse over Windows 7 64 bits in order to be able to make use of the Java
smartcard capabilities, but other combinations might work.

If you find any improvement to this guide, or have any related comment to make it a more valuable
resource for the web application development and pen-testing communities, do not hesitate to
contact me and contribute to future versions of this “Building OWASP ZAP...” guide.

> Older versions of Eclipse: http://wiki.eclipse.org/Older_Versions_Of Eclipse
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Installing the Software

Install the Java Development Kit (JDK) following the default Windows installation. Install Eclipse by
uncompressing the official ZIP file and placing the “eclipse” folder in the selected destination
location, such as “C:\eclipse”.

NOTE: This version of the guide uses Subclipse, integrated within the Eclipse IDE, to retrieve a copy
of the latest ZAP source code revision, available at the Google Code URL detailed on the “Software
Requirements” section. The installation of Subclipse is detailed in the “Installing Subclipse” section.

Starting Eclipse

Run Eclipse from “C:\eclipse\eclipse.exe”. The first time Eclipse starts it asks the user to configure
the workspace folder:

Eclpze stores your progects i a folder called = workspace.
Choose 3 workspace folder to use for this session

T Tl Usecsisiles workzpace

Use this s the default and do not mk sgein

Enter your workspace folder (e.g. “C:\Users\siles\ workspace”) and check the “Use this as the default
and do not ask again” option so that Eclipse does not ask for the workspace folder every time it runs.
In the “Welcome” screen (if launched) click the arrow on the right to go to the workbench:

Wnant B SRt B e Jeve Deesmeny

®

©
@

NOTE: You can always go back to the “Welcome” screen from the “Help — Welcome” menu.
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b

Checking the Java Environment (JRE or JDK) Detected by Eclipse
Go to the “Window — Preferences” menu to open the workbench preferences. Select the “Java —
Installed JREs” page to confirm the Java environment has been detected by Eclipse and it is available:

type Tl tam
Garveral
Ant
Cede Recommandess
Help
IrstallUpdate
* vy

e

5
Installed JREs - o

Add remove or ed RE definticna. By defauld, the checked JBE iy adlded to the busld path
of newdy creeted Javn projects.

Installed WWEs

Naooe Locaticn Type

 dd,

Appesrance 7 jre7 CiProgam Fies DBOTJavd\jre7  Standand VM
Buisg Path
Code Style
Coergaler
Debug -
Edtor | Seesch.
Instalied REs ‘
Nne
Propertes Hies Edtor
Maven
Myhyn
RunvDebug |

Tearm

= P

Valdation
WindewBulder
XML

@ &) [

It is recommended to replace the JRE by the JDK if both are installed on the system. If only the JDK is
installed, confirm it has been properly detected. If not, using the “Add...” or “Search...” buttons
locate the JDK folder and add it. For example, through the “Search...” button, select the parent
folder where the JDK has been previously installed: “C:\Program Files (x86)\Java” and click “OK”. If
both JRE and JDK are installed, remove the original JRE entry through the “Remove” button, leaving

the following setup:

type Tlhes tam
[
Ant
Cede Recommandens
Help
brstall Update
ol
Appesrance
Quiid Path
Code Style
Corrgaler
Debug
Edtor
Insabed REs
Noe
Propestes Hles Edtoc
Maven
Myhyn
RunvDebug
Toarm
Valdaton
WindewBulder
XML

@ remer

T
Instatled JREs - -w

Add, remove or ed RE defintticna. By defauld, the checked JRE iy adlded to the busld path
of newdy crested Javn projects.

Installed P

Name Lecation Type || Adds
LA T0 30 CAProgram Files SO\ ava\ydi1.70 310 Standa

‘: Geerch

= P

NOTE: The Eclipse Juno help is available at: http://help.eclipse.org/juno/index.jsp.
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Installing Subclipse

If you plan not only to use ZAP from SVN but to contribute to the ZAP project, by adding new
features or capabilities to this tool or fixing known issues®, the ZAP project lead (psiinon)
recommends using Subclipse (http://subclipse.tigris.org), a plug-in providing support for Subversion
(SVN) within the Eclipse IDE. Subclipse allows you to easily integrate the current SVN ZAP revision in
Eclipse and be able to manage source code changes from within Eclipse.

NOTE: The current Subclipse download and install instructions from within the Eclipse IDE (for v3.2+)
are available at http://subclipse.tigris.org/servlets/ProjectProcess?pagelD=p4wYuA.

To briefly sum up the installation process for the current Eclipse IDE version, Juno SR1 (v4.2), slightly
outdated on the reference above, go to the “Help — Install New Software...” menu. Enter the
following URL for Subclipse 1.8.x (for Eclipse 3.2+) into the “Work with” field,
“http://subclipse.tigris.org/update_1.8.x”, and click the “Add...” (Repository) button. Select a name
for the repository, such as “Subclipse 1.8.x”, and click “OK":

r ==
& Add Repository —
Neme Subchpze 184 Local.
Locatiom  hetp//subclipse tigns.org/updote_L 8 x Archive...

l ? OK | Cancel

| .. J—

Eclipse will contact the Subclipse repository and display all the available features on the
intermediate pane. Select the Subclipse checkbox to select all the associated features, or select them
individually, and click “Next”:

* OWASP ZAP Issues: https://code.google.com/p/zaproxy/issues/list
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Available Software
Check the itermn that you warh 2o inctall Rl ‘-
Work withi  Subcligse L5 - fetp/subcipse tigns oog/update 15 - Add..
Find mcrs software by working with the " Avsishie Softwarn Sy preferences.
Neme Yerson
¢ 410N Subchpse
V) Q0 CokatilNet Merge Clhiere ion2
¥ 4 Subchpse (Requied)] 1416 p
¥ o+ Subchpse Integration for Mytym 3.s (Ophionel) jon
41§ Subvernon Chent Adagter (Requred) 183
7§ Subvernon JevaHL Natwe Liseary Adegter 122
¥\ 95 Subrrion Revaicn Graph 111
N Su . J
Sdecz ia Lesdect 40 b ttems selected
Detain L
v Show only the |stet vervicne of availabie software Hidle stams that wre abwady instalind
¥ Group iters by category Whet it abeady mitaieg)
Show only sottware apphcable 10 target envronment
¥ Contact ol update sites dunng install to tind reguired scftmare
7 acl Nest» | f Cancel

Eclipse will calculate requirements and dependencies (a process that can take some time, so be
patient...), and will guide you through the installation process. The first screen shows the install
details. Click “Next”, accept the license agreements, and click “Finish”. The Subclipse installation
process generates a security warning that has to be accepted:

& Secunty Warning |

Warning: You are mstalling software that contains unsigned content. The suthenticity
. ‘;’\ or valdty of this software cannct be etablnbed, Do you wart to contiome with the

installation?
ok [ Concel | [(metwiez> ]

The Subclipse software will be installed (be patient...) and, once the process finishes, Eclipse must be
restarted for the installation changes to take effect; click on “Restart Now”:

& Soltmare Upcetes -

| You will need to restart Eclipse for the changes to take effect. Would you ke to
festart now!

s ][ N

Once Eclipse restarts you need to decide if you want to submit anonymous usage statistics to the
Subclipse team.

Adding the ZAP SVN Repository to Eclipse

After restarting Eclipse you have to define the ZAP SVN repository from the “Window — Open
Perspective — Other” menu, by selecting the “SVN Repository Exploring” option and clicking “OK”.
From the “SVN Repositories” tab, right click and select “New — Repository Location...”. Enter the ZAP
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SVN repository location “https://zaproxy.googlecode.com/svn/” in the “Url” field and click “Finish”.
As a result, the ZAP SVN repository will be available within Eclipse:

) SV Repositories 57 1) SYN Annotate

4[] hitps://zaproxy.googlecode.com/svn
. [ branches
> = tags
» [ trunk
. = wiki

NOTE: The SVN repository location must use “httpS” (HTTPS) if you plan to commit changes into the
ZAP project (Google Code; see “Committing Your Local ZAP Changes to SVN using Eclipse”). The
“http” version can only be used in read only mode to retrieve the SVN repository contents.

Other Subclipse options and settings can be managed from the “Window — Preferences” menu, by
selecting the “Team — SVN” page. It is recommended to review the Subclipse documentation and
help to learn how to use Subclipse within Eclipse, available from the “Help — Help Contents” menu,
under the “Subclipse — Subversion Eclipse Plugin” section.

Creating the ZAP Project in Eclipse

Subclipse allows you to check out the ZAP project from the official SVN repository into your local
Eclipse workspace, that is, create a local project working copy (in SVN terminology)*. You can check
out the main “trunk” (“https://zaproxy.googlecode.com/svn/trunk”), or an alternative branch such
as 1.4 (“https://zaproxy.googlecode.com/svn/branches/1.4”).

Navigate to the “SVN Repository Exploring” perspective and from the “SVN Repositories” tab, right
click on the repository directory you want to check out, such as “trunk”, and select “Checkout...”:

file Ede Nevigete Seorch FProject Run  Window Help
e e Q- W ) -
71 S¥N Repostanes | 0 SUN Annotate
< ] Mo/ raproxy.googlesode.com/svn
branches
tags
o trurt

wik New <]

Show Hatory
Compare..

» Show Revesen Graph
Checkout

Expor.

Import

Select “Check out as a project configured using the New Project Wizard” as the method of check out
to create the local project and click “Finish”. On the “New project” screen, select “Java — Java
Project” as the wizard and click “Next”. On the “Create a Java Project” screen, select a project name
(e.g. “zaproxy”) and click “Finish”:

4 http://www.taddong.com/docs/SVN_CheatSheet.pdf
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V. ;wa Project 2 ]1

Crwate # Java proyect i the workspace of i an exterswl location :’ ;

¥ Ure gefauk ocation
I3’ Ses \ WO IR RCE STy
InE
® Uge an execution englionment JRE | hen$E-17 .
Uige & project spedific JIRE:
U dufgult RE (cunently k170107 Cantigan JRSs
Promet yos

Wz project folder a3 1008 for sources mnd class fides

© Create copanate folders for sources and class fles A
Working sets
L Add project to working yets
)
2 afeck | Mets | Feih Cancel

A warning message clarifies that the “Java” perspective is associated to the development of Java
projects in Eclipse. Click “Yes”:

& Open Associsted Pesspective! it

o Thiy bind of pecasct n ansocasted with the leve penspective

The perspective is designed to support e development. X offers 3 Paciage
Explecer, a Type Hierarchy, and M apecific aundgation sctions,

Do you want to open tha perspective now!

| Bemember vy decizion

(= J0 w

NOTE: The current Eclipse version generates warning messages to indicate that "EGit could not
detect where Git is installed" and to "Check Home Directory" for Git. Git does not currently apply to
the ZAP project, so these messages can be ignored.

A new warning message clarifies the check out (and merge) process between the local project and
the SVN repository. Click “OK”:

@ Cochirm Cverwese
: w9

o The péopec! you cuated, 2apravy, Contand resourtes cther than the standaid . project
file. ¥ wiy cf those reaourt s have the same neme and reletive location of & meurce
you are chacking out, the local resouwce wil be replaced with the resource from the
repesfony

K | Cancel

Eclipse will perform the SVN check out operation (be patient...) and build the project workspace:
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@ 5VN Checlout e ik

o Chacking sut Stunk
——

LR 31
C\Users\sles\werkspac e\ 2aproey

1| Abwrys myn in hackground
SYN Checkons

—— -
Checking out trunk: 5.5 &8

(R ocbgrove| [ Comcat | [ peten ]

As a result, the ZAP project contents from SVN have been populated into the local Eclipse project:

fie £t Seurce Fsfarier Nevigate Segrth Prejest fun  Window Hep !
e N DO Q-H G 4~ > . ® S Cunce Accer i Iz’lmiﬂmﬂlﬂﬂmw“'m
| |
| 13 Fackage Explover | ol im) adl - [ Task st | =3 8
sl i VX 3 |
g3 voprawy [trunk] d
&9 e - |
B JRE Systemn Libwary [Jeusi 17 hna A ¢ Al ¢ Acwete |
Ly buiks
Uy jevadocs
iy v r
(g license (D Connect Mylyn :
iy python L0008 to your task and ALM to0ls
iy wove o Cunaty & lecal tash “
3 wenep L
2= Qutfiee 0 R -
&n outhne is not avadable. :
L
& Preblems | R o
4348 ereows, 256 waenings, 0 others (Filler matched 200 of 4014 tewns)
Descrgtion Resaurce Path Locstion Type 1
O Esvon (100 of 4348 teera)
b Waersngs (100 of 200 tems)
L J

The “Problems” tab (at the bottom) will reflect several import errors due to the absence of the ZAP
project libraries.

Adding the ZAP Project Libraries to the Build Path

Select the new project from the workspace “Package Explorer” tab. Go to the “Project — Properties”
menu and select the “Java Build Path” page:
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sype Flber test Java Build Path v S

Resource = — e e :
Builder [ Sovese | ics Projects| W Libeaoes |5, Orer and Expent|
teva Build Path JARs and class folders on the buld path:
;::: E:"' poides . IRE System Library [vaSE-1.7] , iiij:_.u_; |
Java Edror T A
lavadoc Locstion v .
Propct References Add darable. )
Refactonng Hetory . —
Run/Debug Sestings » Add Langry.
Subversion Add Clew Feldar...
Task Repesitory e e |
Task Tags - Add Eaemal Claw Foiger.., |
Vakdation
WikiTet

2 ox ][ Cones |

- —

From the “Libraries” tab, use the “Add JARs...” button to include all the ZAP project libraries (.jar
files). Form the “JAR Selection” window, expand the “zaproxy” Eclipse project, and manually select
all the JAR files inside the “lib” folder. Click “OK”:

Chocse the archives to be added to the buld pathe

type filer ot
. .g;-' ceproxy -
& settings |
= bn
& buld
&> |wvadocy
4 b
o, ok
. bomail-jdki6-146 jar
= beprov-yikle-146,jer
& Browpertaunched-1 300
= bsh-2004 jar
=, commons-bestils-1 8 3.je¢
| commons-codec-14 jor
| commont-colactions-3.1.3 jut
&, commont-configuntion-1.9 jar
« commons-httpchent-3.1. jar - |

Lox ][ Comet |

As a result, all the ZAP project JAR files are added to the build path:

Copyright © 2012 Taddong S.L. www.taddong.com


http://www.taddong.com/

Building OWASP ZAP Using Ecli

pse IDE for Java... Pen-Testers (v3.0)

sype Fter test

Resource

Builders

Jeva Build Path
Java Coda Style
lava Compder

Java Edror

lavadoc Locstion
Progect References
Refactonng Hetory
RurvDebug Settings
Subversion

Task Repestory
Task Tags
Vatdation
WikiTeat

()

Java Build Path

|63 Source | 15 Projects| W Libeackes | 5 Qrler and Epont|
JARs end class folders on the buld path:
e art jar - zapresyllib
i Domad-jakd6-146 331 - 2aproxy) |
s Deprov-jdid-146 jar - 2apeony/ib
=i BrowsesLauncher2-1_3 jar - zaprowy/lib
=i bish-20b4 jar - caprony/lib
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FENEARE

Configuring the ZAP Runtime Environment in Eclipse
To be able to run ZAP from within Eclipse, both the Eclipse IDE working directory and the ZAP
project's output directory must match. From the (previous) “Project — Properties” menu and the

“Java Build Path” page, go to the “Source” tab. At the bottom of the “Source” configuration page you
will find the “Default output folder” value. Record this value for a further step (e.g. “zaproxy/bin”).

Click “OK”.

@ Froperdes for 2aproy
| Fype (et tan

| Resenrce
Buddens
Java Budld Puthy
lava Code Style
Jawva Compler
Java Edkor
lsvadoc Locaton
Project References
RurvDebug Settings
Task Repoutory
Tash Tags
Valdaten
WinTet

. L e
Java Build Path - o
< Souwce i Projects | M Libaries | % Dedes and Eport
Seurce folden on build path
B mol T
e
[ Bemone I
\ Aihm mlp;“ ’dd; ‘AMA wcurge l:i;hn
Detaul cutput fokden
mgrovy/bes | Berpre .
o Comcel |

Go to the “Run — Run Configurations...” menu. Select “Java Application” and press the “New” button:
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-

TP T— b
LT L ONPRgUTe DO

Create, ge. and run configurati —
Run a Java apphcation Q
! X| =%~ Corfigure launch settings from this dalog:

type fiter text | = Press the New' button to creste & configuration of the sefected type.

) la-a'Appk! | - Pressthe Duplicate’ button to copy the selected configusation.
i 2l
M T ,U':‘M'K““ K - Pressthe Delete’ button 1o remove the selected configueation.
m2 Maven Budd 15 - Press the Fiter' button to conligure filtering cptions.

J53 Tesk Contest Test _ : . !
- Edit or view a0 enisting configuration by sefecting it

Configure launch perspective settings from the Poipecty o preference page.

Filber matched 5 of 5 terny

@ B [ Cioze

Change the name of the new run configuration to “ZAP” and, on the “Main” tab, define the ZAP
project main class using the “Main class:” field (e.g. “org.zaproxy.zap.ZAP”).

Run a Java apphcation o
g R ARCE A Mo 24P
type fites text (3 Main 9+ Arguments s RE . Classpath | 1 Scurce| I Emironment | 7] Common
5 Java Applet Project
i T Java Agplcation -
! T New_configuration e Ll
Jo JUnit M class
m2 Maven Busid ——
Jyy Tack Contest Test org.2aprovy-2ap ZAP _ Sesrch. |
[ Includg system hibraries when sesrching for a main class
I Includn inherted maim when seatching for s men clas
[T} Stgp in ain
Filter matched 6 of & 2erns Appl l [ Baurt l

Go to the “Arguments” tab and change the working directory at the bottom to the ZAP project’s
output directory previously recorded, using this format: “S{workspace_loc:zaproxy/bin}”.
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and run confi tions

Run a Java apphcation
R AR A | Maene 24P

5] Java Applet Program grgumerts:
ﬁ [T Java Applcation
T New_configuration
Ju JUnit
md Maven Busild
Jyy Task Contest Test

type filter text O Main (68 Seguments =k RE - Classpath 5. Soutx.l I Environment | [ Common|

WM wguments:
Vacaties.|
Waorking directory:
Defayh: S{worispate_loczaprory)
B Other: ${werkspace loczapeary/in}
[ Wadopace... | | Eilesystem.. || Varablgs.. |
Filter matched 6 of 6 erny Applx I [ B J
@ [ B J[ Goe |

Click “Run” and the Eclipse “zaproxy” project should compile and run from within the Eclipse IDE:

O Untitled Session - OWASP ZAP

| Eile Edit View Analyse Report Tools Online Help

i[(Standardmode |w) | EEH 2 & EE ¢ =«bh b & 0§

m— | Responses= I Break J¢ ]
I

@ sites (Header Text ] [Bogy.Tert |v) (111

[ spider$% | ButeFoce” | PortScani | Fuzeril T——Params | Hitp Sessions <5

webSockets g¥ | Output |

ZAP can be launched at any time through the “Run — Run” menu in Eclipse.

Copyright © 2012 Taddong S.L. www.taddong.com

f + | Search & | Break Points 3¢ I Alerts 8 Active Scan )
@ | FilterOFF
A
- (|
I
I
I
|
b
v
| Alerts B0 0 U0 R0 CurrentScans 0 2 0 %0 %0 o 0 &0 &0

14


http://www.taddong.com/

Building OWASP ZAP Using Eclipse IDE for Java... Pen-Testers (v3.0)

Building ZAP
To build your own ZAP version, so that you are able to package, distribute, and test your own ZAP
version, go to the “Package Explorer” tab and select the “zaproxy — build — build.xml” file:

Fie Eﬂf Scurce  Rsfacier  Navigate Segrch Prejest flun  Yindow Hegp

L eihs N 0=~ G ([ gte el e SRS Cunci Accen o | (o) s SVN Repeitery Exliing
|
13 Fackage Bxplovey | — . ) il Task i 1 3 ke
v 4 \g r; 2| PLY o' |
4 Yo% saprowy trunk -
8 e
B JRE Systemn Libwary [JecuSE 17 30 Al b Actvet
M Referenced Litrarnies
& Uy build
Ly buid q
0y bunchi) ‘11' St
o L0008(1 80 your task and ALM tools
- Yo o (rsals b local task. .‘
§/ tnsld-apromi b
§ ) bushilami 2544 14320121832 Gy gerunpe
: :l:‘::;"l An outhne G not svmlsbie
vy jvadocs
3 o
&y license
i3 pythoo
oy wave L

53 wavnep

@ Conole X% WP v 2-r1--
<terminated> ZAP M -‘q:ph.ah.v]t t'vugm D80 7.0 L0 jvawe eve (16122012 23:.21 56)

TPV 190
191 [ANT-E o .ue a] !MYO c'g paros Lontrol - Discard Session
8348 [Thread-S] INFO hsqldb.ats, HSQL CGS"S\-.vJD:'O - dataFileCache comsit start
B35S [Thread 5] INFO hiqldb.db. HSQLDBIPIAFINEBD . ENGIME Oatabase closed

6464 [Threed-5] INFO org.percsproxy.paros.control . Control - DWRSS ZAP Dev Build termineted

. " ' ‘ v ,

Butkdoemi - Zagecuy/budd
— — _j

Right click on the “build.xml|” file and select “Run As - (1) Ant Build”. Eclipse will compile the ZAP
project and generate the ZAP.jar file under the local workspace “zaproxy\build\zap\” directory, as

indicated by the Eclipse console at the bottom:

¥ Problem:z @ Javadoc |y Dedlaration € Console X% x Lfl; I.Z'-Ex oY

<terminated> saproxy bulldamd |Ane Bmldl (= i'rogum FHes {«£8)\lav A,Ju 7.0 100\ biny p vaw. exe (16/12/2002 23:23.48)
[copy] Copyling 1 Tile to Ci'\Wsers\siles \workspace\rapr zap\ l“l! -
[copy] Copyling 35 files to ( VWsers\siles u/n&\pm \
{copy] Copyling 3 files to l::‘l[.c"\"kiﬁll\'n‘avixp)(!‘.
[copy] Copylng I flle te C:'\Wser >
[copy] Copylng 2 files to C:\Use
[copy] Copyling 1 flle to Cr\Users\cl

copy-source-to-build:
[far] Bullaing jar:

,u-c._.-'.bulld'-.build’\c'g
sproxy\bulldy
-.rk.p.ne 2apr \.», \bul .d .ap
s\werkcspace\zaproxy \bulld\zap

s\ .Je:u-urn;:.ne...\orc\, \bulld\zap\zap.3
{unfar)] Expanding: C \workspace\zape \ant.jar into C:-.L':ef'
;'ur.]nr'x Expanding: C: s\workspace\zapraxy\ 1ib\commons -deanutils-1.
{unfar] Expanding: CiiUc s\workspace'zaprox \commons -collections-
C
-

1les\workspace\zaproxy\bu
.Jar into Cii\Usersisiles)
JLjar into C:\Users)

o

8
3.

un}n ] Expanding: Ci\Usersisiles\workspace\zaproxy\lib\commons-lang-2.6.jar into C:\Users\si

mime ) Exmandine Aemneledlmelunckrascal saneacn) 1ih) rammnnr  Tamminat 1 1 dur fnbn Coltivanriod Tarion
. m '

The full contents of the build directory can be packed in a ZIP file, distributed and tested (e.g.
“C:\Users\siles\workspace\zaproxy\build\zap\”), or you can modify the “build.xml” file to do it
automatically.

This “zap” folder is a self contained ZAP project package ready to run, on Linux & Mac OS X
(“zap.sh”) and Windows (“zap.bat”). Simply unzip the contents of the ZIP file on any system with a
Java Runtime Environment (JRE) and execute the corresponding shell or batch file.
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ZAP Project Development

The latest ZAP development version is always available in the SVN trunk (“/svn/trunk”, all references
belong to “https://zaproxy.googlecode.com/”), including fixes and new functionality, although
important fixes are sometimes also applied to specific branches, such as the 1.4 branch
(“/svn/branches/1.4/"), if the ZAP project is working on releasing a minor version, such as 1.4.1.

The SVN trunk is always updated when a new version is about to be released.

Updating the Local ZAP Working Copy from SVN using Eclipse

Typically, after a few days using or working with your local ZAP project you might be interested on
integrating the latest changes from the official SVN repository into your local working copy within
Eclipse.

The first step is to synchronize the local working copy with the SVN repository using Subclipse. Go to
the “Java perspective” and the “Package Explorer” tab, select the local project, right click and select
the “Team - Update to HEAD” (revision) option. Your local copy will be updated with the current SVN
repository revision:

& 5SVN Update ey X

0 Udatng rapecay

168

CA\Unens\sler\workapac ¥\ 2eprocy
Abways ryn n background

[ Run Bnkzycumi; Cancel Detais »»

The local project current SVN revision can be obtained by right-clicking on the local project and
selecting the “Team — Show History” option. A new “History” tab will open at the bottom containing
all the SVN details:

* Problems & Javadoc Declacation 5 Conaole 141 Hstory i e | 3 ey I‘_‘ >
trunk in https://2aprexy geoglecodecom/sm
Revision Date Author Comment
2546 15/12/12 16031 psinon@gmall com Added getString(String key. Object.. params ) method
2545 14127321738 punon@gmail com Initialae the hrefs in the messages to prevent NPEs
2544 14 1:R pesnon@gmailcom And comected the comment |
2543 1412221130 panon@gmai com Include *.propertees files from the source code to support extens;
2541 14121210:20 praronBymad.com lssue 432 APl enbancements
v '
Ac.. Ar!enmpam{ Description Added getString(String key, Object... porams )
e=thod
M tunk/src/ org/zaprenyiza..

Once the local working copy is updated with the latest SVN repository revision, you can run ZAP or
launch the ZAP building process (see “Building ZAP”). In both cases, Eclipse will automatically
recompile the ZAP project if it is required (due to the existence of a new SVN revision).
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Committing Your Local ZAP Changes to SVN using Eclipse

NOTE: In order to be able to commit any changes to the official ZAP SVN repository you must have
permissions and a proper set of credentials (username and password). Contact the ZAP project
leader to ask for these permissions and become a ZAP project contributor.

If you have been working on your ZAP project local working copy and want to share your changes
with the rest of the world (ok, just with the ZAP project... :-), you need to commit your modifications.
Before committing any changes, it is always recommended to synchronize the working copy with the
most current updates (latest revision) from the official SVN repository (as described in “Updating the
Local ZAP Working Copy from SVN using Eclipse”).

Once the working copy is updated, and the local changes are ready in the working copy (as denoted

“uxn

by a symbol — see images below), go to the “Java” perspective, select the project from the
“Package Explorer” tab (or just the specific file(s) or folder(s) you want to commit), right click, and

select “Team — Commit...”:

a f xml
@, alert.dtd 5 4/09/10 13:52 psiincn
(¥} alertaxml 5 4/09/10 13:52 psiinon
[ alertDef.dtd 5 4/09/10 13:52 psiinen
(¥ alertDefarnl 5 4,/09/1013:52 psiinon
@, config.dtd 5 4,/09/1013:52 psiinon
(¥} configxrml 736 19/06/1115:42 a.c.neumann
[B} drivers.dtd 187 15/10/101:16 a.c.neumann
(¥ driversaeml 736 19/06/11 15:42 a.c.neumann
a logdj.properties 253 4/12/10 10:47 psiinon

4 figy xml
[ alert.dtd 5 4/09/1013:52 psiinon
(¥} alertxml > 4/08/1013:52 psiinon
[} alertDef.dtd 5 4/09/1013:52 psiinen
(¥} alertDefarnl 5 4,/09/1013:52 psiinon
@, config.dtd 5 4/09/1013:52 psiinon
(¥} configxml 736 19/06/11 15:42 a.c.neumann
[B} drivers.dtd 187 15/10/10 1:16 a.c.neumann
|y driversxml 736 19/06/11 15:42 a.c.neumann
B} logdj.properties 253 4/12/1010:47 psiinan

The “Commit” window will open and allows you to add a commit description and select the files you
want to commit. Click “OK”:

f & Commat o
Commit to: https//zaproxy. googhecode.com/svn/trunk/sre/xmi 2 -
Ertter & comment for the commit cpwtation. p— 3
@elvers.zel updated: new drlvers nasing schese (05 & bits + %86 o x64), list reardersd ond Belgius

oID wdded (issue 1832).

doverioml updated new devvers maming scheme (05 & bits - 386 or 104), lat reordered and Belgum elD added (Gsue 122). .
mizfigute ot Taorglates
Changes Keep tocks £ E‘

Vi proy

e
" Ve ol
Y. % dovers.em|
R

\2 [ == Cancal

Copyright © 2012 Taddong S.L. www.taddong.com



http://www.taddong.com/

Building OWASP ZAP Using Eclipse IDE for Java... Pen-Testers (v3.0) Q

Eclipse will request the credentials (username and password) required to complete the commit
operation:

@ Enter Username and Passmord g

Repoztory: <https//zapiosy,gocgiecode comuddd> Google Code Sut ‘
[ Username:  USERNAME
R

; Seve Password

|

| (? | % Cancel
| = )

If you are using a Google Account to contribute to the ZAP project, the username is your Google
Account username, and the password is the randomly generated Google Code password available at
“https://code.google.com/hosting/settings” after logging in with your Google Account.

The Google Code password used for SVN access is not your Google Account password.

NOTE: The SVN repository location must use “httpS” (HTTPS) if you plan to commit changes into the
ZAP project (Google Code). If you selected by mistake the “http” version when adding the SVN
repository to Eclipse, the commit operation will fail with a “405 Method Not Allowed” error.

However, you can relocate the SVN repository from the “SVN Repository Exploring” perspective.
Right-click in the SVN repository and select the “Relocate...” option. Eclipse will show the affected
projects (click “Next”) and will allow you to change the SVN repository location through the “New
URL” field.

NOTE: If you select the “Save Password” checkbox in the window asking for the SVN credentials,
Eclipse and Subclipse will store your SVN username and password (using wincrypt) in a file under the
following  folder  “C:\Users\<username>\AppData\Roaming\Subversion\auth\svn.simple” in
Windows 7. The location changes in Eclipse for Linux and Mac OS X:
“~/.subversion/auth/svn.simple”.

You must decide if you allow Eclipse to store your username and password in your local file system,
and know that this is the location where the credentials are stored. In case you decide to regenerate
(change) your Google Code password, delete the file.

If the commit is successful, Eclipse will not generate any message. You can verify that the commit
has been added to the project by updating your working copy to the latest SVN revision and verifying
the SVN history (as explained in “Updating the Local ZAP Working Copy from SVN using Eclipse”):

Design Source

L Provkerra | @ Jwadoc | Uy, Declaration | [ Conscie | {7 History * -|3 [=fE] B »
‘trunk n Mtps)//zaprovy. googlecode.com/sun

Revinoen Date Author Comment

1153 80212 1406 raulsvidesDgmad.com drivers.xml updated: new drivers naming scheme (05 & bits - xB6
11 602/12 1035 alla @ gremmwel.com Fix foe Spider extension so that spidering sites on port 8) is possible ag
1145 20212125 pranon@gmal con Added Person transiation, thanks te Mohsen

Action  Affected pachs Description drivers . ml updated: new drivers naming scheme (05 & bits -

%30 or x64), list reordered and Selgiur =10 added (issue
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OWASP ZAP Extensions

Recently, the OWASP ZAP project has been enhanced through the OWASP ZAP Extensions project.
The ZAP Extensions project contains templates for extending OWASP ZAP without rebuilding it,
including, for example, active or passive scanners, or extensions with right or top menu items:

e OWASP ZAP Extensions: https://code.google.com/p/zap-extensions/

e Full list of OWASP ZAP extensions currently available: https://code.google.com/p/zap-

extensions/wiki/Introduction
e OWASP ZAP Extensions SVN repository:
https://code.google.com/p/zap-extensions/source/checkout

svn co https://zap-extensions.googlecode.com/svn/trunk/ zap-extensions-ro

The ZAP Extensions project can be built following the same process described throughout this guide
for the OWASP ZAP project, starting with section “Adding the ZAP SVN Repository to Eclipse”, by
simply changing the associated SVN repository URL: “https://zap-extensions.googlecode.com/svn/”.

The only difference is that you do not have to define a Java project main class. Close the “Run
Configuration” window after setting everything up (except the main class), and build the ZAP
Extensions project from the associated “build.xml” file. Eclipse will create the corresponding ZAP
extensions JAR files (.zap):

@ Joesdoc |1, Declarstion 2 Console | Hatory X %! x _fr_;_l,'r 22 B M

> zap-eatensons buidaeml [Ant Budd] Ci\Program Files (6] \Lava\jukd 7 0_100bn javaw exe (17/12/2012 00:05:43)
DULLCEINE JAT L LD SRR CAT AR WOrCSPALE AP - eXTRALLONAL (OUL 10 TP - R E A NARD L EHAEATL A S CRRA g - A |

e Cousera s lles\woskapace\ zap-extensions \bulld\ zap-exts\oxsepleToplenu-sxasple -1, 20

Sing Jar: C:\Wsers\slles\workspace \zap-extens lons\bulld\zap-exta\pacanrules-ralease-1. 2oy
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Appendix: Java Version Updates and Eclipse
Every time you update your (Java) JDK version, for example from Java 6
mandatory to change the general Eclipse Java VM settings, as well as

Update 27 to Update 29, it is
the specific references in all

your Java projects to the new folder where the new Java version has been installed (e.g.” C:\Program

Files (x86)\Java\jdk1.6.0_29").

If the specific Java projects references are not changed, when the project Ant building process is

launched, the following error is generated: “Specified VM install not found: ...”:

-
= Problem Occurred E=tncn

-

l/ V- ) 'Launching zaproxy-SVN build.xml’ has encountered a
‘@# problem.
Specified VM install not found: type Standard VM, name
jdk1.6.0_27

OK

;[ Details >> l

|

~

After completing all the steps below, you need to restart Eclipse so the new project settings are

reloaded.

First of all, ensure you have the new Java VM version set within Eclipse, as specified in the “Checking

the Java Environment (JRE or JDK) Detected by Eclipse” section:

» _Maven

< n »

-
= Preferences l l =) ﬁ
type filter text Installed JREs Sl 4 AN

Editor -

Installed JREs Name Location Type Add... 7‘7
JUnit [V] =jdk1 6029 C:\Program Files (6)\Java\jdk1 6.0 29 Standard VM | o | |
Properties Files Editc =

=
@)
&/

0K Cancel

J | )

S

In order to change the specific project references to the new Java VM, edit the files contained in the
“C:\Users\siles\eclipse_SR1_workspace\.metadata\.plugins\org.eclipse.debug.core\.launches\”
folder in Windows 7, and change the Java version number for every project file on that folder to the

new one, that is, point them to the new Java VM name and version:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<launchConfiguration type="org.eclipse.ant.AntLaunchCo

<stringAttribute key="org.eclipse.jdt.launching.VM INS
value="jdkl.6.0 29"/>

</launchConfiguration>

nfigurationType">

TALL NAME"

NOTE: Do not forget to uninstall the previous vulnerable JDK version from the operating system.
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