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This brief guide details the process required to build the OWASP Zed Attack Proxy (ZAP)' from source
code using the Eclipse IDE for Java Developers. The guide has been developed for Windows 7 but the
Eclipse build process should be very similar for other operating systems, such as Linux.

The official version of this document is available in PDF format for easy download, distribution, and
usage at Taddong’s Lab: http://www.taddong.com/en/lab.html.

The original guide detailing how to build ZAP is available from the OWASP ZAP project Wiki:
http://code.google.com/p/zaproxy/wiki/Building.

Software Requirements
The following software is required to gather the latest OWASP ZAP (ZAP from now on) source code
revision from the official SVN repository, and build a working copy of ZAP using Eclipse:

e Base operating system: Windows 7 (64 bits)
® TortoiseSVN Windows client: http://tortoisesvn.net (v1.6.16.21511 — 64 bits)
e OWASP ZAP SVN repository: http://code.google.com/p/zaproxy/source/checkout

svn co http://zaproxy.googlecode.com/svn/trunk zaproxy-read-only

e Eclipse IDE for Java Developers Indigo (v3.7 — 32 bits) %
http://www.eclipse.org/downloads/packages/eclipse-ide-java-developers/indigor

e Java SE 6 Update 26 (JDK 6.0.26 - 32 bits):
http://www.oracle.com/technetwork/java/javase/downloads/

NOTE: The Java Development Kit (JDK) and Eclipse must use the same version architecture, 32 or 64
bits, independently of the OS version used. The proposed environment makes use of the 32 bits
version of Java and Eclipse over Windows 7 64 bits, but other combinations might work.

If you find any improvement to this guide, or have any related comment to make it a more valuable
resource for the web application development and pen-testing communities, do not hesitate to
contact me and contribute to future versions of this “Building OWASP ZAP” guide.

! https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
% Older versions of Eclipse: http://wiki.eclipse.org/Older_Versions_Of Eclipse
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Installing the Software

Install TortoiseSVN and the (Java) JDK following the default Windows installation. Install Eclipse by
uncompressing the official ZIP file and placing the “eclipse” folder in the selected destination
location, such as “C:\eclipse”.

NOTE: The usage of TortoiseSVN is out of the scope of this guide. Use TortoiseSVN, or your preferred
SVN client (such as “svn”), to retrieve a copy of the latest ZAP source code revision, available at the
Google Code URL detailed on the “Software Requirements” section.

Starting Eclipse

R
eclipse

INDIGO

Run “C:\eclipse\eclipse.exe”. The first time Eclipse starts it asks the user to configure the workspace
folder:

~
= Workspace Launcher M

Select a workspace

Eclipse stores your projects in a folder called a workspace,
Cheoose a workspace folder to use for this session,

[LLU R Users\siles\ eclipse_workspace| - Browse...

[ Use this as the default and de not ask again

o [ o ] |

Enter your workspace folder (e.g. “C:\Users\siles\eclipse_workspace”) and check the “Use this as the
default and do not ask again” option so that Eclipse does not ask for the workspace folder every time
it runs. In the “Welcome” screen, click on the right arrow to go to the workbench:

Welcome to the Eclipse IDE for Java Developers
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NOTE: You can always go back to the “Welcome” screen from the “Help — Welcome” menu.

Checking the Java Environment (JRE or JDK) Detected by Eclipse
Go to the “Window — Preferences” menu to open the workbench preferences. Select the “Java —
Installed JREs” page to confirm the Java environment has been detected by Eclipse and it is available:

— = )

-
= Preferences

type filter text Installed JREs S

» General

» Ant

> Help

> Install/Update

Add, remove or edit JRE definitions, By default, the checked JRE is added to the build path
of newly created Java projects.

Installed JREs:

J
Bt Name Location Type Add...
> Appearance - - A
. Build Path =il jreb C:\Program Files (x86)"\Java\jre  Standard VM Edit...
> Code Style
» Compiler Duplicate...

> De.bug Remove
» Editor L

» [Installed JREs
JUnit
Properties Files Editor
> Maven
> Mylyn
» Run/Debug
> Team
> Usage Data Collector
Walidation
» WindowBuilder
> XML

@:‘ [ QK l [ Cancel ]

It is recommended to replace the JRE by the JDK if both are installed on the system. If only the JDK is
installed, confirm it has been properly detected. Using the “Add...” or “Search...” buttons locate the
JDK folder and add it. Uncheck (first screenshot below), or preferably “Remove” (second screenshot
below), the original JRE entry (if both are available):

r
-
= Preferences

—e

type filter text

General

Ant

Help

Install/Update

Java
Appearance
Build Path
Code Style
Compiler
Debug
Editor
Installed JREs
JUnit
Properties Files Editor

Maven

Mylyn

Run/Debug

Team

Usage Data Collector

Validation

WindowBuilder

XML

Installed JREs (=l Thw

Add, remove or edit JRE definitions, By default, the checked JRE is added to the build path

of newly created Java projects.

Installed JREs:

MName Location Type Add...
(/| mhjdk1 6.0 26  C:\Program Files (x86)\Java\jd... Standard VM :
O] =hjreb C:\Program Files (x86)\Java\jre6  Standard VM

Edit..
Duplicate...

Remove

[ ok ][ Ccancal
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= Preferences = =y
type filter text Installed JREs (SR 4 Th
General = = =
A Add, remove or edit IRE definitions. By default, the checked JRE is added to the build path
of newly created Java projects.

Help

Install/Update Installed JREs:

s MName Location Type Add...
Appearance
Build Path =i jdk16.0 26 C\Program Files (x86)'Java\jd... Standard VM Edit... |

Classpath Variables £
User Libraries Dupligate...

K ode tyle Remove
Compiler =
Editor
Installed JREs
JUnit
Properties Files Editor

Maven

Mylyn

Run/Debug

Team

Usage Data Collector

Validation

WindowBuilder

XML

@) [ QK ] [ Cancel ]
L

NOTE: The Eclipse Indigo help is available at: http://help.eclipse.org/indigo/index.jsp.

Creating the ZAP Project in Eclipse

NOTE: Remember, as a prerequisite, use TortoiseSVN or any other SVN client, to download the latest
ZAP source code revision from the official ZAP SVN repository to a local directory (e.g.
“C:\Users\siles\SVN\zaproxy 20110721 r829”).

Using the “File — New — Java Project” menu, select a project name (e.g. “zaproxy”) and click “Finish”.

Create a Java Project —
Create a Java project in the workspace or in an external location.

Project name: | zaproxy

Use default location

C\Users\siles\eclipse_workspace\zaproxy Browse...
JRE
@ Use an execution enyironment JRE: JavaSE-16 el
() Use a project specific JRE: jdik1.6.0_26
() Use default JRE (currently 'jdk1.6.0_26") Configure JREs...

Project layout

() Use project folder as root for sources and class files

@) Create separate folders for sources and class files Configure default...

Working sets
[7] Add project to working sets

Select...

@) < Back Next = ] [ Finish ] [ Cancel
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From the “Package Explorer”, select the “zaproxy” project, right click and select “Import...” From the
“Import” window, select “General — File System” and click “Next”:

r B
= Import =

Select
Import resources from the local file system into an existing project. ? 4 5

Select an import source:

type filter text

a = General W
(&, Archive File i
[ Existing Projects into Workspace W
[}, File System
L Preferences

> B CVS |

> = Install

> = Maven

- (= Run/Debug

> (= Tasks

> = Team

> G XML

@ < Back Mest > Finish

From the “File system” window, browse (using the “From directory:” option) to the directory where
the ZAP source code revision has been saved. Expand the directory (e.g. “zaproxy 20110721 r829”)
and select all its contents, that is, the four “build”, “lib”, “src”, and “wave” folders. Click “Finish”.

d ™
2 Import - L[ O
File system e

Import resources from the local file system.

b

From directory: = C:\Usersisiles\SVMN\zaproxy_20110721_r829 - Browse...

(= zaproxy_20110721_r829
& build
& lib
= src
= wave |

Filter Types... | [ SelectAll | [ Deselect Al

Into folder  zaproxy

Options

[] Overwrite existing resources without warning
[7] Create top-level folder

@) Next > [ Finish l [ Cancel ]

As a result, all the ZAP project contents (the four folders previously listed) are imported inside the
Eclipse project:
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File Edit Source Refactor Mavigate Search Project Run  Window Help

B~ EE $-0-Qr WG~ OO Hr L H o & (@)
% Package Explorer 2 = = O|[[& Task List 52 = =
RS =R IR B
4 i 22proxy Find Q| » Al } Activate...
b 3 src i
1> = JRE System Library [JavaSE-16]
i (= build
b = lib
I (= wave
@ Connect Mylyn bt

Connect to your task and ALM tools
or create a local task,

2= Outline 22 - o k]

An outline is not available.

nﬁA Problems 32 @ Javaduc} @ Declaratlmﬂ ] I
2.723 errors, 438 warnings, 0 others (Filter matched 200 of 3161 items) il
Description - Resource Path Location Type

= € Errors (100 of 2723 items)
& Warnings (100 of 438 items)

4 n, 3

:0 zaproxy Updating indexes |

fl

The “Problems” tab (at the bottom) will reflect several import errors due to the absence of the ZAP
project libraries.

Adding the ZAP Project Libraries to the Build Path

Go to the “Project — Properties” menu and select the “Java Build Path” page:

— - - - ——

-
= Properties for zaproxy - "":"‘ L=
type filter text Java Build Path Gl v

Resource —
Java Build Path JARs and class folders on the build path:
ddva CodeStyle 1+ m=h JRE System Library [JavaSE-1.6] E Add JARs.. ;
Java Compiler

[l Java Editor Add External JARs...
lavadec Location
Project References Add Variable... |
i '

Add Library...
Run/Debug Settings S, !
Task Repository Add Class Folder...
Task Tags
Validation Add External Class Folder.. \
WikiText
Edit...
Remove
Migrate JAR File...

@ ok |[ Cancel
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From the “Libraries” tab, use the “Add JARs...” button to include all the ZAP project libraries (.jar
files). Form the “JAR Selection” window, expand the “zaproxy” Eclipse project, and manually select
all the JAR files inside the “lib” folder. Click “OK”.

= JAR Selection - (BTN

Choose the archives to be added to the build path:

type filter text

»

4 (= zaproxy
b [= .settings
b = bin
= build
4 = lib
|| bemail-jdk16-146 jar
4] beprov-jdkl6-146.jar
1| BrowserLauncher2-1_3.jar
La| bsh-2.0b4 jar
commaons-beanutils-1.8.3.jar

m

L

[

commeons-codec-1.4.jar
commons-collection s-3.2.1 jar
commons-configuration-1.6.jar
commaons-httpclient-3.0.jar
commons-lang-Z.ﬁ:jar

EEEEEER

commens-logging-1.1.1 jar 8

[ QK l [ Cancel ]

As a result, all the ZAP project JAR files are added to the build path. Click “OK”".

r = - — —
= Properties for zaproxy = e
type filter text Java Build Path Gl v
Resource fi .
Java Build Path JARs and class folders on the build path:
dava CodeStyle + [ bemail-jdk16-146jar - zaprosy/lib -\ f Add JARS...
Java CD.V"ﬂp”EI’ Q1 Ty —— iR
W fava Eduior r > [mi Browserlauncher2-1_3.jar - zaproxy/lib Add External JARs...
Javadoc Location .+ o bsh-2.0b4 jar - zaprowy/lib ; I
Project References = = = = Add Variable...
i B > [mg commons-beanutils-1.8.3.jar - zaproxy/lib |
Refactoring Hlst.ory >l commons-codec-1.4.jar - zaproxy/lib Add Library... l
Rum’Debug. settings > @ commaons-collections-3.2.1 jar - zaproxy/lib £
Task Repository . i commons-configuration-1.6.jar - zaprowy/lib Add Class Folder...
T&kilags > | o commens-httpclient-3.0,jar - zaproxy/lib [l
Validation = - - Add External Class Folder...
o35 s e commons-lang-2.6.jar - zaproxy/lib
Wik Text 5 (s commons-logging-1.1.1.jar - zaproxy/lib
= - . - - Edit...
» [ag commons-logging-api-1.1.1.jar - zaproxy/lib |
> @: ezmorph-1.06,jar - zaproxy/lib
o (i hsgld.jar - zaproxy/lib =
> \o;w httpclient-4.0.3.jar - zaproxy/lib Migrate JAR File...
s (g httpcore-4.1,jar - zaproxy/lib
> g java-getopt-1.0.13jar - zaproxy/lib
» (i JBroFuzz.jar - zaprowy/lib
> @ JBroFuzzEncoder.jar - zaproxy/lib
o (i _idom.iar - zabrow/lib S
? OK Cancel
) J{ !
L. LI

Configuring the ZAP Runtime Environment in Eclipse

To be able to run ZAP from within Eclipse, both the Eclipse IDE working directory and the ZAP
project's output directory must match. From the (previous) “Project — Properties” menu and the
“Java Build Path” page, go to the “Source” tab (accept the unsaved modifications warning, if any, by
clicking on “Apply”):
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= Setting Java Build Path — ——

=

— e —

L

i

The Java Build Path property page contains unsaved modifications. De you want to
save changes so that other build path related property pages can be updated?

Apply |[ Discard ] [ Apply Later ]

At the bottom of the “Source” configuration page you will find the “Default output folder” value.
Record this value for a further step (e.g. “zaproxy/bin”). Click “OK”.

-
= Properties for zaproxy

[ ). |

type filter text

Resource

Builders

Java Build Path
Java Code Style
Java Compiler
Java Editor
Javadoc Location
Project References
Run/Debug Settings
Task Repository
Task Tags
Validation
WikiText

Java Build Path 5 o

# Source |B Pro)ectsl = beranal 0@ Order and Export|

Source folders on build path:

Add Folder...

Edit... I

N

[ Allow output folders for source folders
Default output folder:

Browse...

zaproxy;| bin

®

[ ok |[ canel |

Go to the “Run — Run configurations...” menu. Select “Java Application” and press the “New” button:

Create, manage, and run configurations

Run a lava application

S =
DEx%x|E3H-

.t'_,rpe filter text
Java Applet
|F5] Java Application |
Ju JUnit
m2 Maven Build
Juj Task Context Test

Filter matched 5 of 5 items

Configure launch settings from this dialeg:

[ - Press the 'Mew' button to create a configuration of the selected type.

- Press the 'Duplicate’ button to copy the selected configuration.
¥ - Press the 'Delete’ button to remove the selected configuration.
o - Press the Filter' button to configure filtering options.

- Edit or view an existing configuration by selecting it.

Configure launch perspective settings from the 'Perspectives’ preference page.

@

Copyright © 2011 Taddong S.L.
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Change the name of the new run configuration to “ZAP” and, on the “Main” tab, define the ZAP
project main class using the “Main class:” field (e.g. “org.zaproxy.zap.ZAP”).

Create, manage, and run configurations

Run a lava application

Ijli%x'E}b' ﬂame:-ZAP
type filker text (3 Main . (9= Argumentq = JRE) & Classpath] B Source} B Environmenﬂ = Qommoﬂ
[l Java Applet Project:
W [T Java Application 22010 F—
W [3] Mew_configuration proxy =
Ju JUnit Main class:
m2 Maven Build
Juy Task Context Test 2IG-ZpIoKy 20p.LAR Zeaichs

[T]Include system libraries when searching for a main class

Hl

[l Include inherited mains when searching for a main class |
[ step in main

I

Revert
Filter matched 6 of 6 items [ . ]

@ (

J |

Close ]

Go to the “Arguments” tab and change the working directory at the bottom to the ZAP project’s
output directory previously recorded, using this format: “S{workspace_loc:zaproxy/bin}”.

Create, manage, and run configurations

Run a Java application

Ijli%”' E}:ov Name: -ZAP
type filter text ® Main (9= Arguments =i JRE} & Classpath] T‘;y Source] 2] Environmenq = Qommonw
E Java Applet Program arguments:

17 Java Application
[3] New_configuration
Ju JUnit
m2 Maven Build
Juj Task Context Test

VM arguments:

Working directory:

() Default: | ${workspace loczaproxy}
@ Other: ${workspace_loc:zaproxy/bin}
Workspace... ” File Systern... ] [ Variables... I
Appl Revert
Filter matched 6 of 6 items [ REY I [ SV ]
@ i Run i [ Close
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Click “Run” and the Eclipse “zaproxy” project should compile and run from within the Eclipse IDE
(ZAP is using the Spanish language pack in the screenshot below):

S scmstone eI e

Archivo Editar Ver Analizar Informes Herramientas Ayuda
IDEdE B8 =<«b b

Sitios @ J Peticidn=y T Respuestas= I Punto de interrupcidn 34 ]

[ sitios E @ @

[ Sp\der% I FuertaBrutaﬁ T Escaneo de puertos © Fuzzerﬂ I Salida ]

J Hisimaa T Eluscar@‘ T F'unmsdemterrupcm’n% I Alertasﬁm Escanenr\:ﬂvnb ]

"\l Filtro:OFF ||

T

¥

Alertas 0 Fu 0 F1 0 R O Escaneoactual ) 0 $0 4207 0430

Building ZAP
To build your own ZAP version, so that you are able to package, distribute and test your own ZAP
version, go to the “Package Explorer” tab and select the “zaproxy — build — build.xml” file:

File Edit Source Refactor Mavigate Search Project Run  Window Help
Civ - B E -0 Q- HG- @O F B oo & ()
% Package Bxplorer £ - = O|[ B TaskList 52 .
[ER=A =R IR B
=l —
4w 28Iy Find Q| F Al b Activate..
p g8 src L ]
1> = JRE System Library [JavaSE-16]
- =h Referenced Libraries
4 (= build |
& = launchdj |
b = lib
b @ maciosx @ Connect Mylyn bt
[ build‘xm!! Cunnectt&)‘youlrtaik and ALM tools
T or create a local task.
b & lib 2= Outline 22 - o k]
b & wave An outline is not available.
L
‘{'L\ Problems (@ Javadoc (@ Declaration (E Console &2 ® %‘ En 5@ = IEI‘ wf 2] gl e ]
<terminated> ZAP [Java Application] C:\Program Files (x86)\Java\jdkl1.6.0_26%bin\javaw.exe (22/07/2011 04:47:35)
Warning: failed to load jar files from C:\Users\siles\eclipse_workspace\zaproxy\bin\lib -
‘ m 3 [ 3
o® build.xml - zaproxy/build |
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Right click on the “build.xml” file and select “Run As - Ant Build”. Eclipse will compile the ZAP project

and generate the ZAP.jar file under the local workspace “zaproxy\build\zap\” directory, as indicated
by the Eclipse console at the bottom:

1% Problems | @ Javadoc |[2, Declaration | B Console &3 # &l EA i ~[f~=0
<terminated> zaproxy build.xml [Ant Build] C:\Program Files (x86)\Java\jdkl.6.0_26\bin\javaw.exe (22/07/2011 04:56:44)
[echo] Packaging the Linux build...
[tar] Building tar: C:\Users\siles\eclipse workspace‘zaproxy\build\ZAP_1.3.8 Linux.tar.gz

package-macosx:
BUILD SUCCESSFUL

Total time: 21 seconds L4

1

4| 1

The full contents of the build directory (e.g. “C:\Users\siles\eclipse_workspace\zaproxy\build\zap\”)
can be packed in a ZIP file, distributed and tested (or you can modify the “build.xml” file to do it
automatically).

This “zap” folder is a self contained ZAP project package ready to run, on both Linux (“zap.sh”) and

Windows (“zap.bat”). Simply unzip the contents of the ZIP file on any system with a Java Runtime
Environment (JRE) and execute the corresponding shell or batch file.

Copyright © 2011 Taddong S.L. www.taddong.com
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Appendix: Contributing to ZAP

If you plan to contribute to the ZAP project, by adding new features or capabilities to this tool or
fixing known issues ®, the ZAP project lead (psiinon) recommends to use Subclipse
(http://subclipse.tigris.org), a plug-in providing support for Subversion (SVN) within the Eclipse IDE,

to easily integrate the current SVN ZAP revision in Eclipse and be able to manage source code
changes from within Eclipse.

The current Subclipse download and install instructions from within the Eclipse IDE (for v3.0.2 on
Windows XP) are available at http://subclipse.tigris.org/servlets/ProjectProcess?pagelD=p4wYuA.

To briefly sum up the installation process for the current Eclipse IDE version Indigo (v3.7), go to the
“Help — Install New Software...” menu. Enter the following URL for Subclipse 1.6.x (Eclipse 3.2+4) into
the “Work with” field, http://subclipse.tigris.org/update 1.6.x, and click the “Add...” (Repository)
button. Select a name for the repository, such as “Subclipse”, and click “OK”.

Eclipse will contact the Subclipse repository and display all the available features on the
intermediate pane. Select the Subclipse checkbox to select all the associated features, or select them
individually, and click “Next”.

Eclipse will guide you through the installation process, providing first the install details. Click “Next”,
accept the license agreements and click “Finish”. The Subclipse software will be installed and, once
finished, it is required to restart Eclipse for the installation changes to take effect.

After restarting Eclipse you have to define the ZAP SVN repository from the “Window — Open
Perspective — Other” menu, by selecting the “SVN Repository Exploring ” option and clicking “OK”.
From the “SVN Repositories” tab, right click and select “New — Repository Location...”. Enter the ZAP
SVN repository (“http://zaproxy.googlecode.com/svn/trunk” or an alternative branch) in the “Url”
field and click “Finish”. As a result, the ZAP SVN repository is available from Eclipse.

Other Subclipse options and settings can be managed from the “Window — Preferences” menu, by
selecting the “Team — SVN” page. It is recommended to review the Subclipse documentation and
help to learn how to use Subclipse within Eclipse, available from the “Help — Help Contents” menu,
under the “Subclipse — Subversion Eclipse Plugin” section.

> OWASP ZAP Issues: https://code.google.com/p/zaproxy/issues/list
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